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Abstract

Cognitive warfare has been one of the most pressing issues for all
countries in recent years. This paper focuses on the People’s Liberation
Army (PLA) Strategic Support Force (SSF), examining its cyber units,
Network Systems Department, and its understandings of and practice of
cognitive warfare. It argues that the PLA’s understanding of cognitive
warfare is derived from the evolution of the concepts of information
warfare, the Three Warfares (public warfare, legal warfare, and
psychological warfare) as well as cognitive warfare itself. Furthermore,
the Network Systems Department of the SSF deserves more in-depth
research, as the department is responsible for the practice of cognitive
warfare. This paper then analyzes the SSF’s activities during China’s
military exercises surrounding Taiwan following the visit by Nancy
Pelosi in August 2022. Finally, it examines the current mechanism to
countering disinformation as the way to counter cognitive warfare, and

provides some policy suggestions.

Keywords: Cognitive Warfare, Three Warfares, Strategic Support

Force, Cyberwarfare, Information Warfare



