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1. B ES R fE e #EE » 55 R Johnny Ryan, A History of the Internet and
the Digital Future (London: Reaktion Books, 2010), pp. 23-104 -
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space Policy Review)Fl (#8572 ik EREEES ) (International Strategy
for Cyberspace)Z& 3 fEHRfEHT » #EHAMERE 22 M2 2 1H3 H B LV
] 35 [ T e A [ e B 532 70 2 2 i e i 22 B ] BRI RS B » DUE S
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2017 FEARBNEHY 5 HE S H B AR il B FAEBOE I - B0
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BUBIARTE » )1 HEH B M S 22 2 B Bl FF (52 FH DA 5 [ A
% > FLGRE UG B B 1E AR i 3 2 I 2 e R B G DA B B

LB B PR E PRt E2 2 & & (Defense  Science  Board){E /[ [ EXRF
AR IR (REEEWIHA It ) (Cyber Deterrence Task
Force) » BURHTT R F5 3T )& DUHPH MR & B /e B8 5 5 RE T = 4
BEtR AR (BlZ L 2 8kEE ) (National Security Strategy, NSS)

2. The White House, Cyberspace Policy Review: Assuring a Trusted and
Resilient Information and Communications Infrastructure (Washington, D.C.:
The White House, 2009), pp. 1-2; The White House, International Strategy
for Cyberspace (Washington, D.C.: The White House, 2011), pp. 8-11.

3. Rl 1|35 e L (B P ol S A B S AR P B A M B SR Y 32 5 0 55 L Tran-
script: Donald Trump on NATO, Turkey’s Coup Attempt and the World,”
The New York Times, July 21, 2016, <https://www.nytimes.com/2016/07/22/
us/politics/donald-trump-foreign-policy-interview.html> ; Adrienne LaFrance,
“Trump’s Incoherent Ideas About ‘the Cyber,”” The Atlantic, September
27, 2016, <https://www.theatlantic.com/technology/archive/2016/09/trumps-
incoherent-ideas-about-the-cyber/501839/> ; Dustin Volz & Mark Hosenball,
“Trump Cyber Security Team, Policy Slow to Take Shape: Officials,”
Reuters, November 17, 2016, <https://www.reuters.com/article/us-usa-trump-
cyber-idUSKBN13B2VI> -

4. U.S. Defense Science Board, Cyber Deterrence Task Force (Washington,
D.C.: Office of the Secretary of Defense, 2017), pp. 1-16.
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ZIRAE o3

201849 F » JIREFBURIE AR (BIZE IS ) (National Cyber
Strategy, NCS) > FREEISEBIFEANE I IR A AR BE BRRE 1535 - A REAfERY
e Bl A 3 R B K 2 2 B T RO A% I 7 SR SR AT E5E (s —
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5. The White House, National Security Strategy (Washington, D.C.: The White
House, 2017), pp. 12-13, 31-32.

6. The White House, National Cyber Strategy (Washington, D.C.: The White
House, 2018), pp. 1-3.
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28 RITHRF (5 T B IS 1 e B VS B Y BT RE ) BIFRAN 73 - SERRF B
TS e G E R AR B S S H R - I i & B 55 P 2l 5
%t - DA MR 22 M B 2 AT R ME R - FERSHE ST - 1135 BT
B R GRS A B TR VR B B e S BG4 2 s E R T - [
ISR F B R H A BB SR BIHT > o ™ — s B R B AE
R RIS R © FEINACTTH > SRR FH B B 26 58 AR IR i B %
B A A S EI Y AT > LS BT AS T S (8 ~ 1K B 28 B R AU it
Bt » DU HEEE RS B B E B - 55 I R 55 B 1 B PR A B X
TGHRRISCE ST o AR R R B B AL - 7

Rig (BlZR L) B (B HESENS ) rTEE - S0 BEFAED
[ 07 JEE S e % B B IR T 1 HE SR s B N Y BRI = -~ BN
Bl e detk 38 5% 15 B Wi oL il A\ B 6 - 340 (R 5 56 B RS 40 A i I Rl 7
M4t ) (Recommendations to the President on Deterring Adversaries
and Better Protecting the American People from Cyber Threats);
(R 1 525 3t e % 22 B (O 5 5 B e % 1 2 LR O e 5 B U ARG ) (Ree-
commendations to the President on Securing America’s Cyber Interests
and Deterring Cyber Threats through International Engagement)<
o FEHEEE S AR BRI T (Below the Threshold of the
Use of Force) e g BB £2 HHRHIH 75 200l #2 R 25 JT I HlRE )T » [RIIRHE
318D e8] 5% 5 (' AR s % 2 ) B 2 17 s Y ) R B 3/ L0 A D29 Jt (Cy ber
Confidence Building Measures, CCBM) » [J {5 &g 2 Hg & A A SE 1
I"E o 8

EFETEEH B TEE 5 (Office of Management and Budget)Z$5
iy CBRFBHE RS 22 G i & B T8N E ) (Federal Cybersecurity Risk

7. The White House, National Cyber Strategy, pp. 6-26.
8. U.S. Department of State, Recommendations to the President on Deterring

Adversaries and Better Protecting the American People from Cyber Threats
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Determination Report and Action Plan)tFFET 20 B S0P %A HE RS 22
% Jo B R B ~ AN EL R SRR N IO G SR R TR BRI RE ) IR T
HUHITE LM ERE - W H 2 HUCRERE - © ZEIREH5 A (Department
of Commerce)i 5] %22 (Department of Homeland Security)#[H]
2e5RHT B e L e S e Ik B B A RE SR 7 ) P D 2 7 foe e e B L
i E B b Bk B IR ) (4 Report to the President on Enhancing
the Resilience of the Internet and Communications Ecosystem Against
Botnets and Other Automated, Distributed Threats)Hl (45 =2 F5E 57
s 2 N T AR REHERF AU ) (4 Report to the President on
Supporting the Growth and Sustainment of the Nation’s Cybersecurity
Workforce)i {73 L » B2 N m & AR BL B s Bt B AR s e 5 &2 2= MR 55 5
Z o WEARBUS B ERAEARABRUSEEERZ AL - 1B R

EE R E RS (RIS FIS] - 5 AR E A& 2 N & IR R
e - 10

SERIBISGER IR 2018 52 9 H#85R1HY (2018 4[5 [ F5E 1 B et 7 22 )

(Summary of the 2018 Department of Defense Cyber Strategy)f1'&

(Washington, D.C.: U.S. Department of State, 2018), pp. 1-3; U.S. Department
of State, Recommendations to the President on Securing America’s Cyber
Interests and Deterring Cyber Threats through International Engagement
(Washington, D.C.: U.S. Department of State, 2018), pp. 1-4.

9. U.S. Office of Management and Budget, Federal Cybersecurity Risk
Determination Report and Action Plan (Washington, D.C.: Office of
Management and Budget, 2018), pp. 1-18.

10. U.S. Department of Commerce & U.S. Department of Homeland Security,
A Report to the President on Enhancing the Resilience of the Internet and
Communications Ecosystem Against Botnets and Other Automated, Distributed
Threats (Washington, D.C.: U.S. Department of Commerce & U.S. Department
of Homeland Security, 2018), pp. 9-46; U.S. Department of Commerce &
U.S. Department of Homeland Security, 4 Report to the President on
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i (EPGELE NS ) (DoD Cloud Strategy)H » £BIE[iERFEHISE
R B R B e RGE R b E T W05 22 Bl 5 i 20 2 P R
1 BH 8 TAF - HH S5 508 2 i 1l $2 7 B SE AR AT U B0 » W
HE s B B & 70 T SR ThRE Ry AT AR A\ B (S d - 12

IRF P A 2019 £E4% » 1135 B A B B 1Y) 38 2520 5 [ R B8
#2019 1 H » EFEEHMEEH/AZE(U.S. Office of the Director
of National Intelligence)ff 2019 iy (B 5 & @ E g ) (National In-
telligence Strategy 2019)TB5t » SERAIR T IO OB fo 51 £
I8 2% 27 2 B it & RO B R BURFG B RE TT RS L » SEBIRYIE H ke R Ry It
RHE AR RS R A BB EVE BIRYTE & - 15 B AH B0 P RIS (e TR0 S )
BRI - B EFELH > EBIBIBGENAAR 1A B & H A 2019
iR CRARA R N RAMIBE Y E RS 2 T E#REE ) Military and
Security Developments. Involving the People’s Republic of China
2019) » #id5 Hr s HH H BT (B 1] FH K B A e T 2507 o o T A B R 22 sk
BARG SRRy FL R 2 BRLA(v B G o S e B e L i e 7 25 B8 2 78 RE A % 2

Supporting the Growth and Sustainment of the Nation’s Cybersecurity
Workforce (Washington, D.C.: U.S. Department of Commerce & U.S.
Department of Homeland Security, 2018), pp. 1-20.

11. U.S. Department of Defense, Summary of the 2018 Department of Defense
Cyber Strategy (Washington, D.C.: U.S. Department of Defense, 2018), pp. 1-7.

12. U.S. Department of Defense, DoD Cloud Strategy (Washington, D.C.: U.S.
Department of Defense, 2018), pp. 1-11.

13. U.S. Office of the Director of National Intelligence, National Intelligence
Strategy 2019 (Washington, D.C.: U.S. Office of the Director of National
Intelligence, 2019), p. 11.
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B FELIEURRAR S ~ RIEREEDGH T EpSBIEE - Y EBIBUNHE
Z(Government Accountability Office, GAO){E[A/4FE 8 H&#EFRPE S
C o 7 L e st e O P = R B B A S5 7 T B B Rt e 2 2 Jo o 1) 04 B i
Jiti) (Critical Infrastructure Protection: Actions Needed to Address
Significant Cybersecurity Risks Facing the Electric Grid) » XX HF R
EBIEM R AIRE RS L 2B TE S W E K E INEE T ~ B
Rl EUUIR Gy TR BRI B R R - M BEE B TR EHIRM - Y
Sk el St B 2 B T 67 SR S P AL i A 0 ST P R RE i AR B B e
S BT R PR B FE B B - 152019 4 12 B EBIBEF RIS
fluZz E & (National Science and Technology Council)#EZ T 2019 F£fif
[y CHRFSAE RS 22 M it TR R RIS 5T ) (2019 Federal Cyber-
security Research and Development Strategic Plan) » & REFH EURF
KeFrrE S E [ [7€ ) (Protect) ~ THFH ; (Deter) ~ " {EHH] ; (Detect)Bd
"[EIFE 5 (Respond) VU] [ v 2% e B s B 24 AT SERUME RS 22 2 RE ST » i f
REANTLEE - BETitERANERS B FEEHIRE - DIRFFERE
HIRHE R S, - 16
ARIGE G 1 FES T H 2017 42 HE 2019 4 12 A/ - EEIHFS
AT TSI Ffr 3 2 B IS 1B R A B SR B B S BB I e R )1

14. U.S. Department of Defense, Military and Security Developments Involving
the People’s Republic of China 2019 (Washington, D.C.: U.S. Department
of Defense, 2019), pp. 9-10.

15. U.S. Government Accountability Office, Critical Infrastructure Protection:
Actions Needed to Address Significant Cybersecurity Risks Facing the
Electric Grid (Washington, D.C.: U.S. Government Accountability Office,
2019), pp. 5-53.

16. U.S. National Science and Technology Council, 2019 Federal Cybersecurity
Research and Development Strategic Plan (Washington, D.C.: U.S. National
Science and Technology Council, 2019), pp. 6-23.




J EH-01 5RJ14%.tpf-9 | L

NEBURE M LB A RERBR IR RAE FEER > Fags 115

e TR H e B B A AR - N E B PRBERBRGE  TR AR 2K B T e R 2
EECT - AP R E S E R E Rl &8 - B8 —
i 7 T AT RS BE ] - RS —IHE R E OB IR EUR
BHFEAEREZSFE EER N — HHHERQHENE R T > [
RGBSR BOE LAY B R R i~ o R PRI 52 2 = RO U Bl 9
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17. The White House, National Cyber Strategy, p. 15.

18. U.S. National Science and Technology Council, 2019 Federal Cybersecurity
Research and Development Strategic Plan, pp. 6-10.

19. U.S. Department of State, Recommendations to the President on Deterring
Adversaries and Better Protecting the American People from Cyber Threats,
pp. 1-3; U.S. Department of State, Recommendations to the President on
Securing America’s Cyber Interests and Deterring Cyber Threats through
International Engagement, pp. 1-4; U.S. Office of Management and Budget,
Federal Cybersecurity Risk Determination Report and Action Plan, pp.
1-18; U.S. Department of Commerce & U.S. Department of Homeland
Security, A Report to the President on Enhancing the Resilience of the
Internet and Communications Ecosystem Against Botnets and Other Automated,
Distributed Threats, pp. 9-46; U.S. Department of Commerce & U.S.
Department of Homeland Security, 4 Report to the President on Supporting
the Growth and Sustainment of the Nation’s Cybersecurity Workforce, pp.
1-20.
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BRI © {EEEH H U.S. Defense Science Board, Cyber Deterrence Task Force, pp.
1-16 ; The White House, National Security Strategy, pp. 12-13; U.S.
Department of State, Recommendations to the President on Deterring
Adversaries and Better Protecting the American People from Cyber Threats,
pp. 1-3; U.S. Department of State, Recommendations to the President on
Securing America’s Cyber Interests and Deterring Cyber Threats through
International Engagement, pp. 1-4 ; U.S. Office of Management and Budget,
Federal Cybersecurity Risk Determination Report and Action Plan, pp.
1-18 : U.S. Department of Commerce & U.S. Department of Homeland
Security, 4 Report to the President on Enhancing the Resilience of the
Internet and Communications Ecosystem Against Botnets and Other
Automated, Distributed Threats, pp. 9-46 : U.S. Department of Commerce
& U.S. Department of Homeland Security, 4 Report to the President on
Supporting the Growth and Sustainment of the Nation’s Cybersecurity
Workforce, pp. 1-20 : The White House, National Cyber Strategy, pp.
1-26 ; U.S. Department of Defense, Summary of the 2018 Department of
Defense Cyber Strategy, pp. 1-7 ; U.S. Department of Defense, DoD Cloud
Strategy, pp. 1-11 : U.S. Office of the Director of National Intelligence,
National Intelligence Strategy 2019, p. 11 ; U.S. Department of Defense,
Military and Security Developments Involving the People’s Republic of
China 2019, pp. 9-10; U.S. Government Accountability Office, Critical
Infrastructure Protection: Actions Needed to Address Significant Cybersecurity
Risks Facing the Electric Grid, pp. 5-53 ; U.S. National Science and
Technology Council, 2019 Federal Cybersecurity Research and Development
Strategic Plan, pp. 6-23 -
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Sty R R QR M Aol & R #E /i 4 (Kenneth N. Waltz)$g HiHYHE )
PP i (Balance of Power Theory) » HASIE 7S 9 A iR 8RS
TR AR (5 B 22 3 At B R S 1 F s 1) 3 9 a0 (R 2 [ PR A 7 47 Bic IR &
(Distribution of Power) » #EFFXFRH - & BIFEt & -HHUHE T EIE K
> BIZE S RER BB SN IMBI DL & A FE2EE o naes
B AL B DU T AR B B 7 H5 = 1O PR 50 S i R A 2 5 B ) B s E Y A1
ARy R A S A o 21 LR B AERE S R BB FETTE IR
BAEMSEE B RERS - WL 2B B K BRI
HEEEE o 2 2R DR B PR SR EE B S AR g
B — Rl ERE  (HRZHEERES TR EmEATRL T » DER
EEE S AR TR HR B AT 28 2 TE T By S 0 AN SR 1 S (Soft
Balancing) flI#] & SF-f (Institutional Balancing) 5% fE 2 Bk B
PRIEEhpEs » R AR SEREERE ST - B

TEV- R aE g - G R B2 2% % 7 (Stephen M. Walt)
R R i B G B R A E M - R TPl B Y AL B
S AV MR KT REAEEINIZ 2B E R FaE

2. Kenneth N. Waltz, Theory of International Politics (New York: McGraw-
Hill, 1979), p. 168.

21. Kenneth N. Waltz, Theory of International Politics, pp. 116-128.

2500m e - (PRSP EGR ) o BSSHIERR - (BIFRREfREER) (2L
Firg > 2011 4 ) - H 69-83 -

25. Robert A. Pape, “Soft Balancing Against the United States,” International
Security, Vol. 30, No. 1, Summer 2005, pp. 7-45; Stephen M. Walt, Taming
American Power: The Global Response to U.S. Primacy (New York: Norton,
2005), p. 25; Kai He, Institutional Balancing in the Asia Pacific, Economic
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Kai-ming Chang
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Abstract

This article reviews the formulation and practice of the Trump
administration’s cyber strategy and analyzes it through the Balance
# of Threat Theory of international relations. The research results show
that the current national cyber strategy of the U.S. is aimed to resist
security threats. The Trump administration has actively constructed
cyber offensive and defensive capabilities internally and developed
cross-border cooperation in cybersecurity with friendly countries to
balance the challenges from adversaries such as China and Russia.
However, the strategy has caused some controversy in the course of
its practice because of the obvious unilateral style and could make
the future of international cyber politics and the scenario of the

Internet more unpredictable.
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