W RS AR R A AR A 4R 1 ok 2020 F M E R AL hiaE L

b B 2% ko A8 IR AE B AR A 4F -
VA 2020 & %% B A 5]

Al F
(EZb A EIOSRE ST B 50 )

i 2
BIRANFTR P ARSI AR R TR 0 ROT R AR AT R
ML ER > AEMEGHARER "TEHE, > AARL TR ER
X, o Bk AFFEEM20194F5 A % 2020 £ 1 A ey k4 32 ¥
% 752020 £ KR EHMM ARG EFR L > BILBRAA R R
BA o T T AR AR S AR A BRI o ARIE AT AT 0 SRS AR IRAE
BAWETELREOER D AEEX - X~ BHEX > A AW
AR - aHwuRFEARENRE 2SR HHERB L

BRI H] o AIRIE T B 69 s E B -

BB © A SRAE R ~ SR I BB - A ~ BAKK - B

C

AR B BB G2 R BUR R % U R F 5 E WLt & e & R E
(Varieties of Democracy Institute)gi s » ZE 22t H s S/ FiE
AHE ) WBAE—4 - YR - than A TYIE NSRRI © 5

1. Degital Society Project, “Foreign Government Dissemination of False In-
formation,” April 9, 2019, Degital Society Project, <http://digital societyproject.
org/foreign-intervention-on-social-media/>.



2 ZEALOERE K% - 20214 1A TSSCI # s #77)

— BANHEREBORIEAEME 2 55— Fra S A sy 2 5=
FRENERINERE ? 560U > A B FFHANE BT EE 2
e VYT T RE SRR R R - e PR A RET AR B B YL R B BT R R
FERNE > AR R R I —R R - ZIRNFEIE - ASUELER
[EIERTR(ERRE - BRERNE R EEN T M HREER -

AL B e AR A W B A R B R S B » G
F 2020 KEFEERHER —AifcE— P haie - bR T REENEREETIEH
LN o AR EVUETHERT B A ml i B R R B B - M AlAE PYRE A
[FEE T A [ 52 - BUBE [RIE ol TR EhRE B TENOGE ) HUER
i) o VB Roiitiam - AN SCHYSE LB R AR LU AR (1 8T (di sturbance) 2%
(labeling) 52 - HIRE/ERH —EfEEE AR SEEE S - 232
a2 E & fo EAEUE AN 220 > R RIESwEH - 3

Bl ~ Sk [a] E B 45 Ay ZE
— N RAE -~ BRI AR R AE B

REBHENERE LA - &R ERCR 38 R0 s B L
(M o ASRHRRITHE > E MR I PR A B B R -

2. EREE) ] /L Kai Shu, Amy Sliva, Suhang Wang, Jiliang Tang, & Huan Liu,
“Fake news detection on social media: A data mining perspective,” ACM
SIGKDD Explorations Newsletter, Vol. 19, No. 1, September 2017, pp. 22-36 ;
BEEsln] A Ka Shu, Suhang Wang, & Huan Liu, “Beyond news contents:
The role of social context for fake news detection,” paper presented at the
Proceedings of the Twelfth ACM International Conference on Web Search and
Data Mining (Melbourne: WSDM, February 11-12, 2019), pp. 312-320 -

3. International Commission of Jurists, “Dictating the Internet: Curtailing Free
Expression, Opinion and Information Online in Southeast Asia,” April 6, 2020,
Accessed pp. 5-6, International Commission of Jurists, <https://www.icj.org/
southeast-asi a-i ¢j-launches-report-on-increasing-restrictions-on-online-speech/>.



B s AR AE B AL A 4R ¢ A 2020 &R A mtaE 3

it L5 2R (B M.Cinnuenko) A 2002 £F F 2 HH Y 26 75 CBE Ry
Al bt AFr#A28H) TR G, (Hybrid warfare) - 4 i 2B H 2 =
Hl74(George W. Casey)/RfH " - JEIEM - RAHiAIIUIREE IR
HEREH G ) ESR © S EENRE ST OHE I ERA ik
B H R EE R SRR B (F S - WGBS ~ K% - H
B AREHEENFETE - BIEECFEAN S A (E 22 BRI AR,
mRE T HBEAFEER (B - W S RIS o A
ARAIET o SHp o pTEE T EENAYTFEL ) Bl EEREERAY LG TURE - 1
"IN R | AR A SRR R B RR AR R

TERGIREFR L T BEBA S IR - HBEIEEL - FEE(RR
oL~ SRR AR REL > I ER R R &8s —8 5 1M
TEERFRCE o R SRS RS - Bl - DR R i
S A R i R R R IR IR SR o I - ARSI RNy AR R B
) —TEAURE o 73T AR AU R ER RER A B SR (H A 8 AN [RIGE
3 0 Qe 22k (influence operation) ~ 2E4HK (cognitive warfare)al &
$E JJ(sharp power)Ss: 5 SZEERRKHYE 3K BLFU AL —FE A B A

4. Vladimir Slipchenko, Voina Budushchego (M oscow: M oskovskii Obshchestvennyi
Nauchnyi Fond, 1999), pp. 23-50.

5. George W. Casey Jr., “The army of the 21st century,” Army Magazine,
Vol. 59, No. 10, October 2009, pp. 25-40.

6. Center of Excellence, “Hybrid Threats,” April 6, 2020, Accessed, Hybrid
CoE, <https://www.hybridcoe.fi/>.

7. Christopher S. Chivvis, Understanding Russian Hybrid Warfare (California:
Rand Corporation, 2017), pp. 3-4; Heidi Reisinger & Alexandr Golts,
“Russia’s hybrid warfare,” NATO Defense College, Vol. 105, November
2014, p. 4; Mario Silvino Brazzoli, “Future prospects of information warfare
and particularly psychological operations,” in Len Le Roux ed., South
African Army Vision 2020 (Pretoria: D&V, 2007), pp. 217-232.



4 HZhAEEFE _F_%%— 20214 1A TSSCI # s #77)

HERESH—ER © MRE DS ma & 2 a2
MO ERHEEEMSERER S EEAERERE CRGH—~&
AR — S8 SRR R R = g R AR 2 A o A SR B Em B -

s & A AR R T T B BRI > FEGE A TP ER B o T AR - BrREEE R
PR - FEFBIRGEIRE T  BORMTRIAE TEIRE 5T =
CREEL OB EEREL) - SRS R GRS o =8k
it ] B ERERERE S (PR REEH) RPN
ERSCPRFT AR Y TR TR AR IRER O E(EER - EEBERR A (R
B, o ME o R E RGP - AT U > 9 BB R A%
RAHEAE o AR - SETE T E R T o BT S A 2 B L
(mEERAEH D) - DUIMEERSE (FA) - Kk RE AR
il o I ASE DURAR) T3 e, & 0F " EaEi, & —
BRACH R o SEETT P T R B R R S

BRI AR AN IR E 3 - P TSR @A E R R A -
weEgF A AN N M B - FRA ~ (FREReR ) © O BIfEHE RS R
BN EELERE - MEE TR BRI - R HE o R
A8 i B 0 & A R e B S e SE o P BT B Y B = T
B BRREEL L~ ROOMIBUFER ) - rEIESZ 21 BE A RSB B 252 K
TEegCES  THAFENE  WEgERE - IERAR

8.ER ~ T - GERRER @ R 22 ARCE 2RI B S BB R I AEE )
(bt BRRCESCEE R - 1999 4 ) - H 156-157 ~ 205-213 -

9. Empk » (PR HEERESEEEZ ) - (RRPGAFER) 6
#2004 4 F - H 19-33; phdoi - (%@ iR g LR 2 7)
(2] Z2EEAER » 19994 ) » H 37-41-

10. Martin C. Libicki, What is Information Warfare? (Washington, D.C.: National
Defense University Press, 1995), pp. 35-45.

1LEERESE ~ Rogng - (EEENEREG U - BREEE) » (BELeH
) BB T96019HH » 2007 21 H » H 16 -



B SR AR AL R 4R 1 % 2020 £ R L] mhFE O

ZET ) o REEEREM AL o PRI BB ERE R
FIFF AR E MO EE - R R BPERUTRIRR A - WSROI -
ETEAERA SRR 2 B TR SR BT R B A R R P S 1 (R g - 23
{IEBURCS, QEEEIIEAL [ PUVNNPER i S i (e i
[RAE T ¥ S5 B 2016 FFA AR AR | bk AREH IR EE © 14 Y

12. Juan Pablo Cardenal, et al., Sharp Power: Rising Authoritarian Influence
(Washington, D.C.: National Endowment for Democracy, 2017), pp. 103, 118.

15. Kevin Munger, Rich Bonneau, John T. Jost, Jonathan Nagler, & Joshua
Tucker, “Elites Tweet to get Feet off the Streets : Measuring Elite Reaction
to Protest Using Social Media,” Political Science Research and Methods,
Vol. 7, No. 4, October 2019, pp. 815-834; Sergey Sanovich, Denis Stukal,
& Joshua Tucker, “Turning the Virtual Tables: Government Strategies for
Addressing Online Opposition with an Application to Russia,” Comparative
Politics, Vol. 50, No.3, April 2018, pp. 435-82; Blake Miller, “Automated
detection of Chinese government astroturfers using network and social
metadata,” April 21, 2016, Accessed, SSRN, <https://papers.ssrn.com/sol 3/
papers.cim? abstract_id=2738325>; Gary King, Jennifer Pan, & Margaret
E. Robert, “How Censorship in China Allows Government Criticism but
Silences Collective Expression,” American Political Science Review, Vol.
107, No. 2, May 2013, pp. 326-343.

14. Christopher A. Bail, Brian Guay, Emily Maloney, Aidan Combs, D. Sunshine
Hillygus, Friedolin Merhout, Deen Freelon, & Alexander Volfovsky,
“Assessing the Russian Internet Research Agency’s impact on the political
attitudes and behaviors of American Twitter usersin late 2017,” Proceedings
of the National Academy of Sciences, Vol. 117, No. 1, January 2020, pp.
243-250; National Intelligence Council, “Assessing Russian activities and
intentions in recent US elections,” January 6, 2017, Director of National
Intelligence, <https://www.dni.gov/files/”documents/ICA_2017_01.pdf>; Renee
DiResta & Shelby Grossman, Potemkin Pages & Personas: Assessing GRU
Online Operations, 2014-2019 (Stanford: Internet Observatory, 2019), pp.



6 EFEALGFFE_F-_FHF -4 2021414 TSSCI #% -3 F1

FEMTHE PR R T 2oL (Internet. Research Agency, IRA)Z i FII3E E [
HH YT 2 AE 5 (Facebook) ~ IG (Instagram) - LURfERF(Twitter) $1
FRRRE AT LR » SPATERABURIERE - IRA BIEEJERE EBIAH
H o DL el & R Frk 5 [ R - WAEFEATRZ
& DHEF 2R BEREATFHGERRRFERE (S EHEE
(EAFRA BT - MR TRe 2B AP TR B T - 18

[FIBEH TS I AE = E R © fIAn{e 2017 43 2018 4 » (/R H1E
ZEETHERRHEAE > HIDUeE HEMEAER - R ESREFR
AUER TEEMR, > RFRFRBRSHEEETTHE  FPEEHENF
S o M FAEN R AEESSN - 2EENTEAREARREF
VS TNARS TEE L o DURCHEE T A, & BRI

7-9; Andrew Guess, Brendan Nyhan, & Jason Reifler, “Selective exposure
to misinformation: Evidence from the consumption of fake news during the
2016 US presidential campaign,” European Research Council, Vol. 9, No.
3, January 2018, pp. 1-10.

15. Ahmer Arif, Leo Graiden Stewart, & Kate Starbird, “Acting the part:
Examining information operations within #BlackLivesMatter discourse,”
Proceedings of the ACM on Human-Computer Interaction, Vol. 2, Issue
CSCW, November 2018, p. 20; Leo G. Stewart, Ahmer Arif, & Kate
Starbird, “Examining trolls and polarization with a retweet network,” paper
presented at the Proc. ACM WSDM, Workshop on Misinformation and
Misbehavior Mining on the Web (Los Angeles: ACM, February 9, 2018).

16. Renee DiResta, Kris Shaffer, Becky Ruppel, David Sullivan, Robert Matney,
Ryan Fox, Jonathan Albright, & Ben Johnson, The Tactics & Tropes of the Inter net
Research Agency (Annapolis: US New Knowledge 2019), pp. 7-10; Andrew Guess,
Benjamin Lyons, Jacob M. Montgomery, Brendan Nyhan, & Jason Reifler, “Fake
news, Facebook ads, and misperceptions: Assessing information quality in the
2018 US midterm election campaign,” February 2018, pp. 16-21, Dartmouth
College, <https://www.dartmouth.edu/~nyhan/fake-news-2018.pdf>.



B S AR AE B AL A 4R ¢ A 2020 &R A wtaE T

RS A RYIRIR - MRbTFefa - IS AYEAG - "I IEIEH
AHEHREERS - YV ERERGE -

R RERZFAEHEZICHBE - HAEE R EZE KN E 5 pGEE
FNHIA BB AR R © BER - IREAREEARCRI RSN - WA RN
SNEETT o O RN EIRMEE R SRR BN FRE & - FERR HE AR
H—fRsy > PMEEECE SR B R ET R L BRSO
RERERZ TRRMAE - 20 B AR RSB S I

17. David M. J. Lazer, et al., “The science of fake news,” Science, Vol. 359,
No. 6380, March 2018, pp. 1094-1096; Zilong Zhao, et al., “Fake news
propagate differently from real news even at early stages of spreading,”
April 16, 2019, Cornell University arXiv, <https://arxiv.org/abs/1803.03443>.

18. Vidya Narayanan, Vlad Barash, John Kelly, Bence Kollanyi, Lisa-Maria
Neudert, & Philip N. Howard, “Polarization, partisanship and junk news
consumption over social media during the 2018 US Midterm Elections,”
April 23, 2020, Accessed, Cornell University arXiv, <https://arxiv.org/
abs/1803.01845>; J. B. Vilmer, Alexandre Escorcia, Marine Guillaume, &
Janaina Herrera, “Information manipulation: A challenge for our democracies,”
August 2018, Accessed, France Dipolomay, <https://www.diplomatie.gouv.
fr/IMG/pdf/information_manipulation_rvb_cle838736.pdf>.

19. Claire Wardle & Hossein Derakhshan, “Information Disorder: Toward an
interdisciplinary framework for research and policy making,” Council of
Europe Report, Vol. 27, September 2017, pp. 29-38.

2. Robert Epstein, “Why Google Poses a Serious Threat to Democracy, and
How to End That Threat,” April 6, 2020, Accessed, Mercatornet, <https:/
/mercatornet.com/why-googl e-poses-a-serious-threat-to-democracy-and-how-
to-end-that-threat/24598/>.

21. Insikt Group, “Beyond Hybrid War: How China Exploits Social Media to
Sway American Opinion,” April 23, 2020, Accessed, Recorded Future, <
https://www.recordedfuture.com/china-social-media-operations/>; Peter Pom
erantsev & Michael Weiss, The Menace of Unreality: How the Kremlin



8 BEALEEFE K% - 20214 1A TSSCI 45 77

ARG PTERTEIS 200 DR B S RATE(F  MERE ALY

B -

=~ LA A

FELL RSB ZERE T - A AR BB (ABIZEAF]) ~ X
AMEEAE (MEuEEmE) - DIRRIRHNZEE - BESEEERE
af T B (5 SRR A B G BB - 2RV — 5B > RZANfA T AEA
foo ~ TEEEw(L ) REAITHISIEE 7

ARSLRERy > IR AR RN I B B AR — 3R > (R 2l
BHE2E i E R B G LR - LEANER - FIE AR L
TERY > Bz MRS T ERITE S AT n] R 25 18R © AEii g dH A 48 (Cy-
ber-Kill Chain) Y] #HE 178 11 {7 (Diamond Model )t - Rl s %
e Sy Y T 7 - 5 E) - (Adversary) ~ FefiERfti(Infrastructure) ~

Weaponi zes Information, Culture and Money (New York: Institute of Modern
Russia, 2013), pp. 14-24; Melanie Scheidt, “The European Union versus
External Disinformation Campaigns in the Midst of Information Warfare:
Ready for the Battle?” April 6, 2020, Accessed, University of Pittsburgh,
<http://aei.pitt.edu/100447/>.

22. Murat Caliskan, Modern Political Warfare: Current Practices and Possible
Responses (California: Taylor & Francis, 2018), pp. 255-272; Martin Svarovsky,
Jakub Janda, Veronika Vichovéd, Joey Gurney, & Sami Kroger, “Handbook
on Countering Russian and Chinese Interference in Europe,” April 23, 2020,
Accessed, European Values, <https://www.europeanvalues.net/vyzkum/
handbook-on-countering-russian-and-chinese-interference-in-europe/>.

BUEE - CIrERFEm)  CBUN © Wi7LRE: - 2003 4 ) » H 105-118 5 gZifi
B (AR AL 5 — R ICEE R R R iR L 2
LER) o (EEREESE) > 55 82 > 2004 4 12 /] » H 187-218 5 #hE
o (PHEREERMmARERE) - (REHEER) - F3HE 105
20054 10 H » H 34-52 -



I B 2 s AR A A A 4R 0 L 2020 2R A iaFE 9

i i 71 (Capability) » LLRZ 5% (Vietim) « B ILHFFe 23T 8 128
T o 24 Frr g BLRE S it 0 & i P 477 72 (7 ik (Internet Protocol Address, |P
Address) ~ BB« FEEL - RIRST - USBIESE - 2IERE A
GARBFEEE A - (e (R 5% (Extended Diamond Model)&
o HEONEH ¢ BEE 2 ER LS ELE EBUEIBEGR 0 55
HL/EEUSEE ~ BUAS: ~ iIBESERTT ¢ B A ) B B R HI
R BCERACR - DABRHERER T (FFRE L) - %

2. Hamad Al-Mohannadi, Qublai Mirza, Anitta Namanya, Irfan Awan, Andrea
Cullen, & Jules Disso, “Cyber-attack modeling analysis techniques: An
overview,” paper presented at the 2016 IEEE 4th International Conference
on Future Internet of Things and Cloud Workshops (Vienna: |1EEE, August
22-24, 2016), pp. 69-76; Sergio Caltagirone, Andrew Pendergast, & Christopher
Betz, “The diamond model of intrusion analysis,” July 2013, pp. 8-18,
DEFENSE TECHNICAL INFORMATION CENTER, <https://apps.dtic.mil/sti/
citationss/ADA586960>; Tarun Yadav & Arvind Mallari Rao, “Technical
aspects of cyber kill chain,” paper presented at the International Symposium
on Security in Computing and Communication (Kerala: SSCC, Augest 10-13,
2015), pp. 438-452.

B 5INEAE IR RTTHB SR A (bots) » RZH ek Bl R T AW R V2 5 A -
=5 i Emilio Ferrara, “Disinformation and social bot operations in the run
up to the 2017 French presidential election,” First Monday, Vol. 22, No.
8, July 2017, p. 1-

%. Sergio Caltagirone, Andrew Pendergast, & Christopher Betz, “The diamond
model of intrusion analysis,” pp. 19-24.



10 #2446 ERF_+_k%—# 20214 1A TSSCI # s #77)

Social-Political # & BBUA

283 Adversary

/ RO EEE \

ERE:RHE Infrastructure $ffiBE Capability

A% Technology \ s cEl e

N

FZEE Victim

B 1 EBRIESFEAYEREE

ERIRE - R B ARy L iR > 55 R Sergio Caltagirone, Andrew Pendergast,
& Christopher Betz, “The diamond model of intrusion analysis,” p. 19 -
Mo B RSB SRR B B B LR R i TR

RN BTN AT > RS+ 38 R0 SR I A B 2 Ay L ek B {0 B — e
OGRS B — 20 - DURFERT Rl - HAERRE M E R gh = - 18H
REERIRSUE R BRI (RRENE) -~ LA BT & (R 5
et - #

e SRIRAT T 2 0 A R 98 1 B 2 P E BB A SHI I B | - (B
HESMRCHERUSY - 1A FRFNBNEERCEE "Bl

27. Jessikka Aro, “The cyberspace war: propaganda and trolling as warfare
tools,” European view, Vol. 15, No. 1, May 2016, pp. 121-132.



B R AR AE B AR 1% 2020 2R R A eF 11

REJT ) R (REELEREFFNE) - 2EPEFRHEFEE(Globa Di-
sinformation Index, GDI)7[EFEE %158, i 8. 43 1 2 5 (Source) ~ 1515
(Domain) ~ FHUE.(M essage) 1 (Impact) » Bl 3t 73 3E R R L © 29 [A]
It ARSOR RN I B R B L R AU AE 0 KR SR BT I CH A
BUANGE 1 o H A B R SR ECE BN A R Y (A3 5G KR EERE
GTCOM &2 ) JHDAK B8 Fe S (& BB HU R iy - S0 MG#E iy N TR
DUR A & w534 (Profiling) pk 8 BE AN SIS MU 1Y <2 58 - M Rd F19H
IR EN B R E 2 FE o TR ES -

S o (A R A B o AR B [ o R Y RS A 1 S B I B
DL SYUSRE ~ ROERERHEERIE LHEW A - JiA s HER AT
B A E WL o T AY B A 1 A Y O {[E] 55 BT #E R N BT R B 2 I
B B IRE T - BRSNS > JRA] RS A SR ~ TE A
B~ B AR o BHAREOR SRR o A SORA AL (R A

28. Guy Duczynski & Charles Knight, “Strategic-Intelligence Analysis:
Contributions from an Operational-Design Orientation,” Journal of Information
Warfare, Vol. 17, No. 1, Winter 2018, pp. 16-30.

29. Ben Decker, “Adversarial Narratives: A New Model for Disinformation,”
August 2019, GDI, <https://disinformationindex.org/wp-content/upl oads/2019/08/
GDI_Adverserial-Narratives_Report_V6.pdf >.

30. Samantha Hoffman, “Engineering global consent: The Chinese Communist
Party’s data-driven power expansion,” October 2019, pp. 9-18, ASPI, <https:/
/www.aspi.org.au/report/engineering-gl obal -consent-chinese-communi st-party s-
data-driven-power-expansion>.

LEENE ~ BER . (REERIEEAEI ST ) » CERESEET)) - &
7E5E 31> 2006 4E 7 H - H 187-229 -

32 FEIUE i B B ATRE A GO B B R R AN R TR AR AL N - FE YRR - AL
{ERFEAMEIRL T - BRI R EE SV 2EMES - (Fill

(
B B HE R EE R ZW5E) - CBHEMEAT]) - 553 EHE 61
20194 12 A - H 116-126 -



12 #2340 ERG_+_k%—# 20214# 1A TSSCI # s #77)

AL VO ERERE (BN ~ ZFE - BEREARmEES) » Hafat
RISFIR B rh 5 Bl 2 BRI RRE RS I BRI R

=~ PR S LR

ST E R P B & BB 2 TAERER S48 - (HAEIELARESN
FIREERE R /T AOEENE - SEL > FEEYLIERE T HEEE M
SR WM AR BEAIREENE 3 o ey K B R EiffE
(Peter Mattis) ¥ A (R AE RS BB RO PLig - HE0 R - PR AREEST >
B & R AL B T EREEE - BRSSPI ERFEAEE - %
RIEE - ARG RS SRR ST R E R R A BB BIRTES) o R
EEEFIMERHERE SR - HREENS P — B XA S
Fito o (HPTEEREF ML WA —ESeEERI M - 2 EEER
HREER (5 2) > BIEIFE T Frag =R OB SR E R -

Bt BEIEHEZEENEEHE EBUSA BB ERAL
T MEMFARE SR E TR EER - RIEn g2 R EER T
BB BRI - v B g el 7 FHE IR - o EBEER
2 0 DR TR A 7 -

&l N B (F Ry pE B - WETEHME MR & A ST
By o EHATRIEXE T » BLNHEER BWERA GEHEAHHE -
B4 o (Pierre Bourdieu)fg iUt &R ~ SUBER ~ RRBEEARE

BREFESC > (FEIREHZ TR REAE (FHEMmHT - 107A107089) )
(2t - T RELRAEE > 20194 ) » H 90 -

UIRAATE - (WIPREEHE SR AR, ) - RN T EEIRE S, g (i
A2 > 20194 12 H 12 H ) » H 269-283 5 fA{LIEmi R A] &, Larry Dia-
mond & Orville Schell, China’s Influence and American Interests: Promoting
Constructive Vigilance (Stanford: Hoover Institution Press, 2019), pp. 5-15 -

3. Peter Mattis & Matthew Brazil, Chinese Communist Espionage: An Intelligence
Primer (Annapolis. US Naval Institute Press, 2019) , p. 15.



b B SR e AR A AR T AR % 2020 2R R A wF 13

& BIERAFERER RGN T EEGEA ) o ER S RE
AR - ARG HEEHOE - KRB AR S
EAR N ATRERIEEE AR SR EA - L E SRR YR8 A B R
(i BEESEARNTHEA » 7 ERl - (8RR EAR TG > FIHE R
EARRAEHEAERENZER (FFRE289Y #) -

TEIME - AREVERIRUE & AR BUGEM M EAHIHE - JREA]
RERAS T BN R AT (FERME 209 X #) - {H » JNE AT RERIU & 1E 1%
ZEREN T o 8O TN E AT BIR L E B BUa g B E
RGN - BEARHT A —ErRE - (B F AR B R Mt
HYRTE - BEBURS BRI TR > WAE TP RALEER kA - Of
TR - ¥

EAEE
ERT L BRERE
BRE (BH2. RIB. BRIER gg
i AT
HEW REBALE TS
?ﬁ;“g@éﬁ e.9. FRAHTTHI 23Rz Youtuber
A BiEBR
REL, BE
A ot BREIBE .
RIEBAHIEZ ﬁ%ﬁﬁf)iﬁ
NAY N =R =] l S %“;% =]
&gﬁgggggﬁg eg M —f#Youtuber/EHEE
A A RHmE
B 2R pEEEs
AR, B Hix BE
ME/RE HRATARE M B
He A Bapge
s/ BEAERE e

2 BOEINEHEER
BERERIR - thfae - (PR ANECRENRE ) - H 269 -

36. Pierre Bourdieu, Practical Reason: On the Theory of Action (Stanford:
Stanford University Press, 1998), pp. 1-35.



14 #2340 ERS_+_%k%—# 20214# 1A TSSCI # s #77)

PRI > BLEIEHH S E A 02 U o SRS RS R S MR B Y
TRk o JRED > HFEHE P A R R R B A R L - R
FEELRE A L AT BRRYFHRRANE o AT H HL B S B E  FIRURAGR - JTRE
SR BIRESR T - ARHTEE R IR - DL 2020 RS (3 B
Bl - BRI RO A T B R Y SR (] (BB =61 7 AR
FRETHLE 20 SR A P R R R Ry (T (BB PYER) 2

2~ BRI L O I R

e

B IR BB A AR TR 7 > E R F e S e T EE oK e
— R - EE R LT R E(online) Bk T (offline) - F S A HYREHIGH
SR ERE AR S EAHRE - HADE R — R S - R ERALEE AR 0 2
IRA]EE— R AECEK ~ BREESE o Rt - AWtz 28R LEE
HIHE > By ERFOTEE (GHE - UEAR - ML - fE - 28
BErh BT I Ul - PR - PTT &8} - Facebook /2 B # 5 Bl [ -
LUK 73 YouTube 858 ) > ¥ A6 E ERELR FRYEGE - RHE
SRR SRR A S R O T

SRR (LAREEER AR E BB (R P BGA S ) - 2R
5 MORBAERR - (CREFE © BRI RS ERESEG g ) (20
WHebent & 22 H5epT > 2017 &) > H 675-720 -

BEHHET R Alexa B - HETR 201942 5 H 1 HE 202048 1 5 31 H ¢

9. MRIEK T B MRS - A SEMEARIRYE > ZZAREIE - #% > 1,431
[ B B 22 sy [T o > 35 R E - =98 - FE2kPEEE - Frindk - EESEH
WNEES  PTT BfTERER (2014 F£5E %) > 370 {7 h 5 5 Bk 5]

((EH LR RE Ji#tEny CrowdTangle) - DLk 62 {[f YouTube #E - #ifh
HH -~ YouTube FYFEEE ISR M #ETE 10 HE 1 H1E LINE ¥ H i 10
R A H i 2,000 B8 FTRREEE - LINE ERHIZE | A A1 E ERI B RS
FEE AR - HEE RS H AT B © Facebook fiTH @ A FTH ) HEL/A BT
S o (L EBER TR HEL L E - LINE 4 H %7 3,000-5,000 £ -

40.FE%E B DFRLab & #EHRY 3A @ Activity, Amplification, Anonymity - &4 H



B SR e AR A AR T AR 1 % 2020 R R A wF 15

— B ERABREZZRY
(—) BB

HRIE AT e S5 2 R b R it B B B - B — s Ak
HEBEGEAEN TRERE - R B—Bra A\WER
R Y SR AT B BE ] 10VR S B o T B EI ) 30% -
(ESEFEFR AR A — WK - BE L > 7 2019 4 10 H LRG> 4
B —FG \P)7E Facebook FE &858 30% - “L R[] » WRERE IR E
1F 2019 4F 10 H Ltk » 7358 st 60% (3T 494 30% » Zh54%
#710%) - B A BRSO T th HHER T FE > K49 10,000 HIjER RS o
SE494 850 HIZERTamed Bl - 16 = (8 H &t R s 8-9%/2 4 - {F
I8 > ZEHT 2016 R EEE R B EAMHE 5%ME - 3 HAER—
Ko fAFEREH  MRET RN EEHR e R
oo iRy UMBEEREES E o OB R R
B MHENRSEES -

£ LR IRIEATISE 2 Zk A Bl 2 Facebook /X BHitt M £ 18 - 43
R AR (R WSS (BaHE - 5
=HE  EAEER SVIAT - R REERISCES - YouTubes#
CERE R R R RS ST E S M (8 - Kan-

fhif i #ESE H DFRLab, “Human, Bot or Cyborg?” December 23, 2016,
DFRLab, <https://medium.com/@DFRLab/human-bot-or-cyborg-41273c
dblel7> -

41. GeneHong - ( {&#TEI Bt B K BB G AL EIERS 2 ) > 2019 4F 12 F
31H » (Medium) - <https://link.medium.com/ByM6éwBSUu4> -

12. 1L IR 2018 ) RaE 45 - 2018 42 11 H 12 H » YouTube F; Googlef# = #f
HIR S & K I > 7€ YouTube f Google ##=5 " BH | =HFHIA -
EESHRT 1S HAPEA L - JRED o it S 15 (8B K HL 2 EE R R 5 -

BEFRE T MERFERLE ThmERRE - EHHEEEEEEN
Kot (KR 7-8 f5HYZERE ) - WSS 2B DAt B R =+ -



16 Z2i4eERF_+-_k%—# 20214# 1A TSSCI # s #77)

Watch) s ER2 RIS ARG « e KBRS R TR A B
SRS DU R A B Al EE =5 - LU Facebook
FRfl - ZHESERNE CEZE - BEIMHERNE 17 844G 0 (B2
JEE T A BT 280 & mEEHAIE 780 & o {EREHORER w5
HIERASCER 150 & - $5950k 98 & (FHZEA L56%) - ABjEEEET
BT > BB —E/ T8 (FH2256F) -4

JRED > A E) AT Facebook kB H - fERFEE NS EHIE TAHE
IRV - S > YouTube fHERR Fr )z Facebook 452 Y5 =
WH T EE NG LIRS - 4

7<1 Facebook ARgitE R KRG ERE T v X E M & #HEY
(2019FF5H1H—2020%1H12H)

L i
R EE NEHIE B

YouTube 36,551 / 2,033,492 89,850 / 6,279,917

SHifE 177,645 | 16,173,480 243,260 / 34,137,838
HAthgs 27,704 | 1,587,242 58,076 / 4,674,521
R4 8 76,305 / 2,804,475 179,111 / 7,818,579

R 117,584 / 7,908,100 178,821 / 18,109,810
s g 55,385 / 5,922,475 119,116 / 18,247,847

Ay 982,348 / 72,858,528 1,517,468 |/ 178,597,024

ERERIR - (FEESR -
o B BERS DUKESRR

USRS SO TS - FrD A It & SGE R & - ARARFehE b
BB 8 A\ —TRSCE - MBI SCE T - 2 TR RS
FOCOLESR R BER RIS ¢ IR ABIEATEER - R XEELES
—HbT R EEEN (ZENERSCREEEEEERT) © HE - ARk
SRR R B A B WA = Y 10 flElt B o B TR DA B R SR B A T LAY
kB - IR T i -

45 BRI EEE N B & R ORI - B S B Facebook 7353 2211
TR R Ak B (99 {8l B oy et R Bt (] » Forf = (it B A st 10 U S ) -



B RS AR R AR AR A 4R 1 ok 2020 F M E R AL ke 17

( =) Facebook #igF 5

Rl EERENEREEE ? RIBARWIEH (.2 370 {Ef) F Bt &
B (ORI b s A Eant EER ) - HF 202 F7Z B K 168 {F
kit o W E B R AR RES AR B NEAS ~ RS E o
Bt [ S I B S RN A R o Tkt B A E B 52
MoET LIS RO (20 T, - TS L %) o MERSEN
BRSEAE IR N B R A B -

3 Eilfi 4 Fy 235 ikt L H W BATR © RN R AR R BRI 5
uh o AR eE A HEL A BN E - R AR R ERE
I R EEZ QIRREAE o FR i AT SR R o L E Mk B R = E
BGHSCE (fIa0 > MAREARTIAGS=ZE THEERE, ) > Mk
TEAFF & — M rs by B H BT R =l - TN R HE » f
FEARH A 25 B EHEE - HOEBATANEH - =2 EEER (20 Yo-
uTube B¢— i SCEDHERS ) AYELEZ 100% (ANE o ZHAM) - MAHZ
ek E THTSRIER o SRR FEE EORE - (H o = E E AR
BIRE] 2% o e Ho 2/ " EFERE L R REAZEEH LEE
i 500 FRXE 5 S IR SHE R AL Ry fon B Mk [ 2K H2
=R E B ANV & - AL BTy SR A (B Rk
WS EI=1%) - BT EHETELAN » KE R E R H 5 E
o BERHER - FEREEE ST -



18 #Z2 A4 ¢EFF_F 4% —# 20214 1A TSSCI 45 #7 7]

B3 AMEREBEANRER 1220 2ARER (£ ) BMHEER -« itE
(£)RERMRE (2019 F 58 —2020F 18 )

BRI - fFEEE -

B A HES LU T ESS ¢ <https://plotdb.io/v/chart/24879>

4 AMREBERNEAMEBIOIARTERS (£ ) EHHtER - itE
(A )RRERMMRE (2019 F5H—2020F 1 H )
BRI - fFEES -
B AR ES HLLDURESS © <https://plotdb.io/v/chart/25161> - FiTEEECA
WA RIRDEE A S B E - Sl ENhEE U E G HE > Al
S EFREAER I SNE - RN EBUEHER] -



B SR e AR A AR T AR 1 % 2020 2R A wmF 19

BEMNE - MRBAENENES > &P HIEEREY " BT
it (E7ZEANBUAENERY - (HHRHREAHE AR SR BE
HHHED) > R2019F 4 H 9 HIG B 785 6%46 > 10 Hi2 ko s
HHERLE TR RER ) e E T BRI AE IR RS - I [E]45 A Facebook Bl LINE

cBHVEARRIE TR TEXHESE, > MERERAE
THHEBEL b ENERY 105 (@it B E S mAEIREE 418 S EE
it o R SR FEARANE] 7,000 {EFE - B S II#EE N F] 700 - 4655 fdE
KEEBAE FAYEU - BB RES ZREATE R - 47
br T B AN > B E A BRI EE HEH ( (A
RE#) - "frir=8, ) BfsE -2 GERES) - BN
HiFE A Facebook [y B -
o TEES o BUREBEEX

500K |

AOOK |-
300K |
200K |-
~A o= AR e +8 —A  +-A
2019
5 1RESEFIIEHXREETS (ARKBR  (RFEHE

HENRZLEER
BRI - (FEHE -

46.FHEERIA > 5% 1 Frt & SR B SR B ELED B 0 RTRESE AR BB — X E S
L8 2 SRR E T BAE N -
TR R IR - —fREVETY BB — AR o2& H B — 2 -



20 R AL CEFFE %% 2021415 TSSCI #w #p 7]

(=) YouTube ¥
YouTube #HIERYE T A LAJE A& w85 - BEH - SR - 18
FOHEAS ~ HE 0 DURGER - KRBT 2,000 FTRIHCR K - fE =1 H
IS TR DR FR SCRGE AN T 8 - 17 5% P A B 225 1 &R 3% 4 1
[FEIEKHHE] (201910 H 15H) -
TR

25,000

15,000

H
10/1/2019  10/5/2019  10/9/2019  10/13/2019  10/17/2019 10/21/2019 10/25/2019 10/29/2019  11/22019  11/6/2019  11/10/2019  11/14/2019

HEA
6 YouTube$8EFTREERFHENE

BRI - (EEE S -

B B BBV L B - EERL - SRR - BINEE - EERHE - &
BEE - RaHT -~ BRER - EEAAER ~ BREE - ERES - It
HHGEN N RRIRP B EERERR - R AR EEHA
B WIMER - EBRARAFREES - SILEEEHREEHES - &
— A BH R A PU BTGRP -

BeFEAE R B RO E AR R HEEEHR RS
A g a LT ARHE—EEEH TS - AR 62 SHiEr
18R ERBER RS DA > RISE 7 n] S AR R [ E P (E 22
B (AR ) o BB EERSR - RIRERZEEEH
& - SR R MR RERIT > HEREENITNE - AFE ik



B RS AR R A AR A 4R 1 ok 2020 F M E R A G kg 21

B T BB E B L] -

EMERE » PR EM RS EOA R ORI E T S AN
i, MEHREYE - SERHERER > HEERE L E T TN BIERER
% WL ARNFRTA R AR FER IR 5 (EE N2 58 fhig - A
AT EMSEER RSN TRRE ,  RERMBETRE " REInEE
5, O N ERFET T EEN I — EBENHM > SEBERS 2H
IEREFETERE - AWt Arlik YouTubeSiE - §i 10 #ETREFHH L
AR SRS i H A (SR E R R A S o SOFERAE R T RLLE 8 -

FHfA YouTube ERERILUERK - RIELE KRENEREE A LIS HEE
BRI - HATEEZBRAEI © 85— 0 50 Efk B R I FGHEAS F
(BB E ST (B IFEEEAN M AR - T RIBHEEEE
= Playboard .2 &%} - 28 E#% L 2019 4F YouTube AR HE TR H
HI AN R ERE T AR BB~ EREEE
—HRVRIEE - B+RREAHMEL TR, > MEMEEEER
1Y YouTuber #1547 - 55 —Zn @M/ NME - FTRIEHTE 5
ME o B SEIB AR TR . BB - STRIESES - BHBE AR
B .

48. Stanford Internet Observatory, “ Taiwan Election: Disinformation as a Partisan
Issue,” January 21, 2020, Stanford Internet Observatory, <https://cyber.fsi.
stanford.edu/io/news/taiwan-disinformation-parti san-issue>.

9.F01% YouTube iUt HETRIHEE R /530 - SE BN EREE » M2

" EARERIE NN, AR R -

50. 5 —(EAE BB B W B B 32 R S5 P A2 E) 100% - JRE - AT

7 P B B R E S HA TR B -



TSSCI 4%« #77

—A&%—¥ 2021 1A

ErheeFRE =+

LS

HH#

2M

1.5M

i

™

0.5M

2020-02-17
2020-02-03
2020-01-20
2020-01-06
2019-12-23
2019-12-09
2019-11-25
2019-11-11
2019-10-28
2019-10-14
2019-09-30
2019-09-16
2019-09-02
2019-08-19
2019-08-05
2019-07-22
2019-07-08
2019-06-24
2019-06-10
2019-05-27
2019-05-13
2019-04-29
2019-04-15
2019-04-01
2019-03-18
2019-03-04
2019-02-18
2019-02-04
2019-01-21
2019-01-07

Fi
B HIZERTEE

A58

#} > Michael Jensen (University of Canberra)fg®! -

& 7
[ B B R PO R E 22

=

EE Rt

R

&

H



b B SR e AR A AR T AR % 2020 R R A wF 23

4K 2019-04-09
1.49K

2K

0
2018-12-15  2019-01-22  2019-03-01  2019-04-08  2019-05-16  2019-05-16  2019-07-31  2019-09-07  2019-10-15  2019-11-25

Tips: YouTube only displays three digits numbers of subscribers, the curve has some changes

1000
“ . T

11-24 1126 11-28  11-30  12-02 12-04 12-06 12-08 12-10 12-12 12-14 12-16 12-18 _12_»20 12-22

2000

1000 ~ _ =~

S -

0 ~
1110 1112 11-14 1116  11-18 1120 11-22 11-24 11-26 11-28 11-30 12-02 12-04

12-06  12-0

1000

-1000
2019-11-17 2019-11-24 2019-12-01 2019-12-08 2019-12-15 2019-12-22 2019-12-29 2020-01-05 2019-01-25

3000

2000

Y NS L N W PETHWTRT T TRV TTITA
0

-1000
2019-04-19 2019-06-04 2019-07-20 2019-09-04 2019-10-20 2019-12-05 2019-01-20 2020-03-06
4000

2000
0
2019-04-19  2019-06-04 2019-07-20 2019-09-04 2019-10-20 2019-12-05 2019-01-20  2020-03-06

1500
1000
500
0
2019-11-09  2019-11-26  2019-12-13  2019-12-30  2020-01-16  2020-01-16  2020-02-02  2020-02-19  2020-03-07
2000
1000

2020-02-25

0 2019-10-18 2019-11-13 2020-12-09 2020-01-04 2020-01-30

2019-08-27 2019-09-22

8 HBIRELLEE

ZERKE © Noxinfluencer - (& 703 TR THHERLEZEE )1 ) » 202044 F 23 H
(#2E) »  (Noxinfluencer) - <https://tw.noxinfluencer.com/> -

o OB XEURRFME > YEURM SRS - B BT AR R E e NE - 2EE]
A~ #5985 BhslEe T E A~ EHTSE - 108 HREE -



24 whkeeFTE K%M 2021414 TSSCI A%< 1 71

(PY) Instagram Eil Twitter 55

Instagram E{EERETERRN R " EERIRERE ) &
WCETEm AR SR - DU fERE - A0 6E AHERRE - (£ —/ N ZAR
BHUN o IR L EE MR G AE I Z HIPE ARG S BUE - WA HHEEE <R K
=M - LR EEE R 9 - T T EEEE ) SMFEEENES -

O¥Be? 720w
WG &

[ Cua Dax @~

Must Heleant =

ﬁ H 'll‘Al anveu :-m'mm-w

4 | HamwRHLET LT i
, - RSt
‘“ » YE Ll .
A o s W’Fl ) -

BX At HE S8R BR GMBR M ux Am um

BE BR BHEE v BX AB 4B

Doutl g ?. Hani 1 9 ciol nnsa
W DR - 26 MARIN - MABES Y BAWR - 1.0 MARIEM - BREH WA
17785 -@ - F— e, a7AR

Ava -0 12AVE 0 ABBRREREER u
e B t BRREAHANEAR RAEANY RORE A%
DRRER AN R RENALNE % f EESIER AEEARICRLEE R EAGARRRRBIT
RERTLAEHESORDUAE & ATERRZEAEWE RCER.

[

@ 2018 SMEE SR ©0B 355 SR 3X9%
00! SRR SRHN 00w ¢ .
P i o renda 308K
BB 31 MARIEN - ABES 3 MARGEM - WABHS ’ -
» van e a

faam oxunen -—

2.8 - Q- ARMEIANERMHE 16/

) 5 Can, e wpan

IRHﬂnil HIMABLATHFONER RINN. IF
2020111 —ElEﬂE!ﬂl

©0% UBE 229 00133 SHRE

" "
» 7H @ DR RREET e
RenER wu URDREANS i
CATRAARLS RONR N x
FEAUNRENENNRERAE &

B9 EERMNBRREEE J #iE
LRI © (FEE -

SR TRABERZEE
(—) LINE fisENFNET

fR#E LINE QA E#HE  LINE By E/E 2819 —H B 93 (BHIGH
B 2 EEE A\ RTEEWFRERIRZ —  Hp > DL 2020 &8 R - K

%

SLAHEIEYTE DUIR R AR ER 5 ik B 22 BT 3 - R EAYEREEAE Instagram
I Twitter S5 _EERAR TR BE 000 ~ FUESHIBAR > RECLI (L BB fE R -



B RS AR R A AR A 4R 1 ok 2020 F R A G ke 25

WrFeE R A R KR 2018 S —E BRI % - HAE 10 B2 &
BREBUAENE - B pIBURRHHEEED > FHEA SR
i o il 2019 £ 12 H 30 HE R » S AEANEAY S 76% - [8 FrEd
FAE 24% o FE K 60% 5 T RINA BIGR e Bl R R o B
B RERE L Mygopen Bk > 45.44% 5 (Bl (N ELFE A FHRRAVEL
BER) o IS L LINEREHE B RO BB B S BB A -

EH LINERTECAAAVERE. - FERZ S A Wi ik 03y - BIANFEERIY
e BRkBNER o HERES BT B EOR BERE S o
i —EiRefE] > S RRALAREE > AR E H B8 H R TR =2 - 2RI e
10 ARG HENBUREE S AE &1 E - Bt - BB EE K
ik o ARG > 2R YouTube SGEAE > f e HAERFE H I
B o ORED > FEERTFEREEE Y THTEE L o AR T RAH
1k o ERA TR E RGNS BB - HFY LINE &Hfi YouTube FH
RS > NI A AR g 23RN RIR R - BN BUREE I EBUG RN
Aokt > FERE 10 mHEAE AR RE 11 -

50 FEREEEES R TH Schee » (B4 LINE #9— e85 —1¢ SEC Form 20-F [#]
Wk ) » 201948 H3H » (TH Schee blog) - <https://blog.schee.
info/2019/08/03/line-form-20f/> -

sEME AR AFRENEREE >l TEEH — HBGZOE Z IR EET XX
W, o g LL—{E H R E BT -



26 HEAAEEFE V%% — 20214 1A TSSCI # s #77)

Lﬂll | |

TR TR

Count
2 B B

FIIREIE  FTEED [B17 » TR INELRi

10 BUARBAIFEUANERIGE S BIEHLE

BRI - (EEE S -
B B EERE T REEIIEES - TE R —RAGERER o IR R
HIAMEH > Y R ERREES BIR R B3R A AR 19 5 -

HEZNE > AP EE Ll " RRRS ) fRE - 208TRT
it - —fiEE S R N BB ELEER > BEfgRREFEL -
FEHBAR R ARZIE R L - BUR B RE ZHIHREE K E SRR
S BB RSCE - AR RBERETHEE > PER IR R E IR
SCEE > M [F R AT Instagram o FIANTER 235 5 E - gl
NERGBEE MM NS RE E—HANRERE > EHRH "
B iy o>

5381 [ 11 Frd R E A A RE R =BG AR S B AR Y
sk o R0 > BAERIY B T RN TR R EEE A - 12 n] DLEL R

M Chlds TRBEE ) B 2ER—RI10 L 2@tEREE S ) » 2019
F12 H31H > (BZE¥E) - <https://www.guancha.cn/politics/2019 12
31_530036.shtml> ; H& il & s - HoiskiFh " ARBIGRHMELS
R o MILEERETE 12 H Facebook |7 B # 40 B K -



B SR e AR A AR T AR 1 % 2020 MR R A mmF 27

Rk Tl o MHNDARAT - FERFE 11 S EREE R A - PR (E
DN TR > R RT o R A S R A T R R e 1 T B B E R
KA (BEFEE) - BHMWE  HEURERE - REEEK
(HfgRE) ~ E2RUEERE (BifHm) F- EREA - HE - #
BUCEEEFHEE > TEEIED > AL EEEAEAFEE  mE
R A PRI A BT EE RS - AR SR
8 > (EAA BT R MR AR R b T e B B B N AE R A
(e P AR A USRI AT P R A 5 SR MR b -

100% - i I R
B ERNR
=0

m Ew

[ RELER
RS

0 TEREE=E
[ JEa) ELs ]
0 AR
B %

B R=H

75%
50%
25%
- BREREA BRERIHARB REEHBZE
11 LINEEEMRAREE
BRI (R -
B2 LINE B2H B G 2 r 88 7 7% > Facebook tHER K& " EEE |
s Fr 0 iAE LINE BEfHLL YouTube B¢ Facebook 52 & » SR - 5
Btk —(Eie A 0 5 LR N R R SR Wi 52 o BIAN{EE 2Ry

—{EECARE - ERILE - 200 A\BHHIBIIRAR A0 A - fiATHIH
W2 % SRR R SRR I IR A A R BB > 1T



28 HZAALGEFE V%% — 20214 1A TSSCI # s #77)

12 H13HE 12 H 18 HIFF » IE ~ RIS P 2R - 1
B TECE L, (RBEESEA T mIE TEL )~ TR, - TR
FHN, > TRICESE | SIFEEAE T (RE12) > iRk
it~ ARBE® - BEFES A > &S A EcF g2 LINE
YouTube - Telegram {1 Facebook - 7RE[l » S S F O E 28 —(# H Hi
RS - WERKE R AR - BiE 202048 H 18 H » IHIH#F =
O TR R - WIERE - ST R ESE SRR B -

Dec, 2019 Jan 11, 2020 Feb Mar Apr
| * i | —_—
T I T 1
BEERE | [ N 2 COVID-19 LINE
BEA , EiERE | 2
. YouTube
I
. Telegram
1
; s Facebook
: @ x7H >
. Weibo I . Weib
® i p EAE
WeChat .
1

12 {ERpzHKminiEE
ERRIE - (EEER -

(=) WARE SIS

Bl LINE RFEIHYE - #5 EFE SRS A REZE I EAEE > 1R
TEUIAE Y P2P itEEE T o Hrbg A H BT ERTECRAY /M
THIHTEAR - PIAN R ERRARRE > I et
"R 2 Fawil o thE T EEREES o G0 T B
S > KBTI EE RN AR ) SFAMER - BRER T E
" ) o HE BRSBTS R A -

B~ BB S ] i R 1k

LB Ry (BRI (EE) (BRI RE R - FIER -
SERRI B E R IUE TTRER S (I M RS R R T E B AL » SRABE
BIER - RIL - RTS AR R EE - R E R B SR



B SR e AR A A T AR 1 % 2020 R R A wF 29

£ > JTREMERS B B R A U F R PRI RR 0% o (Rl - B AEAE Sl
BUiG /w8 EER A IS E I (F R E A A 3% - IR AT SRR
B SR FEEARIBE AR 2 > (i S il B R AR B F D T
2HRE 13 -

&2 FRAMBEFFENPEERR

o w5 \ . o | = B E B
sEmR | HEES | WERE | e %%ﬁf% K| mzme
DAY e ':F‘iﬂ?ﬁ N b 2=} \

s | et | KE | FEERR| i

=} S Ep%laﬁlj—jl &*U% s 2223 farayy S i
mpet | LA O | wERe | ew | ek

e
BB | AT MEERHERY | WERR |5 L
M

LRI : (FE M -

5. B AP (R AT ~ SACH8RL - DUR S (1 LINE BHERREA - HEAERR
7\ BE AR JE [ Y (Open-source intelligence, OSINT)Z 8= - VR{HEE » EHE
o A A L 20184 12 5 20 H 5 VLA - ETERR - A
B+ ZELrfT » 201842 12 4 20 F : YA » ME#GH > ZFHAC kit -
2010 4F 1 /9 18 F ; VL{EPE » HiHIRHR. » ZRHA D - B AL » 2010 4F 1
H 22 H 5 ¥{ArE > LINESSEE » %35 AF~G-~H>» 20194 1 H 1 HZ%E 2019
FES5H3H -



30 BEFALEGEFF K% 20215 1A TSSCI #5 s H1 F1

BEE R ERERRE
- . , TR R
SEABCATIE

e FBERRE S
BB ARBCAEHE \ . — IGERIRER S

YTEURE S
RIS
g TwitterBUREE

BB AREHEB

LINEBIREE

HAER
- EEEEETE

B 13 REEHBER AR RFAOHE
BRI - (EEE S -

— ~ShEERX

RiE (P&t ) & (g ) #E  FEE AR EE~ZE
RS HCE ST A  BLRSRERR B TN E LS » SEEETHAALES N
EEHEZREENRZRSY 0 (BEiL) AHET "Mk XEEZH 13
) HENS o MEE N EEES DL E M TR, REEE A
HEET - SHENEREA T ERAENE T BEATEE ) KERPEE
BE o MR ETH S ARG 12T R & B B E AR
¥ MERREL B BN G AEICHhBETHNE - K 8%
(ANRB#) HEEHK - 505 (IR ) EEEERNESME - Bl
B E BT -

SRR - (R EMERATIOREG H ) - 200194 6 H21H » ([E) -
<https://reurl.cc/nzZRr1> -

srAmyEE - GRLtuzsg) (2L sk - 2019 42) - H 191-198 -

BEJIRE - (FLEBETEHERER ANHEET) » #R1N TEEREH o
e (&l ks » 2019412 4 12 H) - H 177-203 -



B RS AR R A AR A 4R 1 ok 2020 F R AL kiaiE 31

RIREAHIHRY - EIE T B ENEAR » R OEEAN I
b T HEBEEAE > NNEHEEEER - HAREBHRIINER

TR - ANEE S T B SR o (B E T e R S e A AR
MR [EE - 9 AN R A EE B B A R e s B R E
FREBGA AVIRIEIUE > IS B ARRESE — AN fmill C SR HBE R -
R TR RS > GBS E P S S S AR AT B 0
R E R (R AN RS A Gk > W EGEE M FIERE AR - E 41T
"I S o SRR BEEEEER A SN EER ER ARSI
EE) o (HEEEEERERT S A G AR B DB B AL TR A AR B R 2
W WREED - EEERSE o BRI RE HERRAY T R R R B R R RE S
INASNERIEEE > R EERERIC EREL Ol (i H®E) #
SEEE TN - SRR AN ERERE A I EE , o thE
FARIACHLAIAE (R > Sl 552 HH 50 20 B (R MR R SR RIGHUE Ol A - SLiE 2

k=)

SRR G R E R Niven sl D KB Kao 2 ift5E - (RN #) e iE fEAE
BT R B B S (R AR AR O M fm e - ORI & TR H (X - B
B HHER R 2020 4 1 5% 2020 4 5 A - 5 H Timothy Niven & Hung-Yu Kao,
“Measuring Alignment to Authoritarian State Media as Framing Bias,” paper
presented at the ACL Anthology (Barcelona: ICCL, December 12, 2020),
pp. 11-21 -

60.207F L E Bk R e EAC BB < B 2R AT S R e - 2 BE Legn ) 218
B AEFEEFERRESE - B - SEERHESVEERES -
R HEW® - PEAERZIEE DG REE ETtoday HANEHE
% o BNMUFE LA MB RN E R EN T - [HENERKATREE
[(E:PES

6L AR A ZE B v 76 B 2 3 e J) 3 ~ gk A B — B AL R T E e
e A RS AT AL B R IE T, o 2B FRERFERRERDL - BIIMERE
%~ REMEREZ - TiRREEE R - EREEZHEE - EESREFEAN > Dk
thEERf R - HR® - THEARBETNEENESE - F4 (WEHREKE
17 HEeE R ) » (FEREEH) > 2018411 H 5H » <http://www.chbcnet.com/



32 HEALEEFE V%% - 20214 1A TSSCI # s #77)

RNERASNREETHEHEGR R RS - 20 r GHEAERE - 2t
N R B R EAER S A E R - PIAERERIH ~ B
AETHE > ERINEREBERZTE - B ARME - PEIGEES
BIASNE RIS (AreERL ) MR AR ERME TR T —F - (2
fEEE > MR T EEIE K EE R
W R FFENE > BHERMEEA (RSEAER IE)
HEEZENRRE > HEEE SRR HMEZERZFNA - 2EE
R E ARG BRI E B -

s BaBE X

ANE IR FCEGEE AT DL R ] S Y = Al e A G SRR Y
BB EE SR o DARHPG BRG B R R > HLURBAE R S (Ve F FE i 2 1Y
MR9% - ERIEREE AR A EEm IR (BUREERI—IR) - R
S/ NREZ AR &38R (RS ) 1Tk » (HEERTf A Je B

normal/content/chbcnet/hgbd/content/2018-11/05/content_1346613.htm> - g
B ER I BB A DR - R AL - B EIR AR E S
AEAf > BIANE AN B AL grit 8 (REHEER) » —JH
BERFEN ~ R ~ B RS RE - g ARG L B TEREE
FHEERRE EERITIERS - R EERE S EA IR SR o R AR A
g 2020 "1 EREE -

62. /R LR R A I E Twitter IRGFEINE RI{ER - 55 R ProPublica .2 fiff 5% -
LUK Twitter fARZ 2SR LR E /78 H - Jeff Kao & Mia Shuang Li, “How
ChinaBuilt a Twitter Propaganda Machine Then Let It Loose on Coronavirus,”
March 26, 2020, ProPublica, <https://www.propublica.org/article/how-china-
built-a-twitter-propaganda-machine-then-let-it-loose-on-coronavirus> ; Twitter
Safety, “Information operations directed at Hong Kong,” August 19, 2019,
Twitter, <https://blog.twitter.com/en_us/topics/company/2019/information_op-
erations_directed_at Hong_Kong.html> - KA SZ 6 Twitter A 188
Do BT S A -



B RS AR R AR AR A 4R 1 ok 2020 F M E R A G kiaiE 33

FBYE TR » HELURERTE R T - SSE A R B A
F N BSERUR  E T HIER  ERE AT 5K
ST BRI ORI, DT -

SELEH SR ML+ SR R BREURAER - I+ B T AR
BRI SC BRI B R A o SHUEARE TR TR B TR
fyf8 2« 1 2006 4 SCRRETELFG ek B R SRS IR - o 3196
Hi 150 A A R % 86 75 2004 AN 22 1S B © RRA (S A
W SR TR~ (5 RR « MO S B AL
(GRS - T RIS S - S UFEEE TR E  EMIEH
Telegram AERHLZ o » TABAREIA - HEH THBTFH
A EFE ~ BT - KRS - HR E I B
Facebook B 55 % LINERFALE 1 + % HEFE S 1Emmat kil » BN
BT + B R E S B EEE TR - BN
BT FEHE - T 06 B R I TR
S B RS OB - (IR BT S BRE FER B (AR

63, 175 B o AR G H B r W BA £ 5 LBA PR T LARERE - RIPTE 28 Ry HR LAY K
B o E—{EZmrRat T utIORER baby | BT E AR EE - HEATR
B ARSIl RORST RS -

64. Vinod Anand, “Chinese Concepts and Capabilities of Information Warfare,”
Strategic Analysis, Vol. 30, No. 4, October 2006, pp. 781-797.

65. Tim Thomas, “China’s technology stratagems,” Jane’s Intelligence Review,
Vol. 3, December 2000, pp. 33-37: #hoiE - (3 (5 B8 M8 HIEE)
W) o (REHEER) - E5EH W - 200749 H » H 60-84 -

66. ¢ & G ARCHIOE LINE BEAHAYIAFE - S8 AR e 5 S SRR 5
AR RESEE T ARYERS - TEFE - LINE 38k Z3 A F~ G~
H -

67. Felix Wu jt 2019 42 11 H » thE&RIFEIRT &35 - HLIZE 5 #E
B BIAT R T Facebook HREIRSR . REHE - 772 2 i/ NEE MRSt
I e -



34 HEAAEEFE V%% — 20214 1A TSSCI # s #77)

E,)j; o 67

BEIME > 20194 12 H 6 H FEIEHAH T RN A T amal{rf 2LERI A
HETTRERZE BT KRR E - LENRMERE (EE) -
WGP S e E (JEELE ) - REA LINER SO M &
WHIHIR (2FE) » 12 H 9 HiEHEEERBEEBHER & E
KBAY (HBE) » B BZEFEODMEERMA (B\R
) mEREASBENHMERE NEE (2FH) - THDERE
LINERFAE - 38 B/ M AL B E R Pa B I5 8% i R iV o EEH T TR —
it - Facebook - Instagram {f 2020 - 7REL{E# B[R FUE - AR
FrEnt EESE (40 " R B RE AR A SRR, A T B
fH) e

HCEM AL U B B ELE 40T WWER T Dk B e Y
BIREER - BN S o (FEEE T2 (BB RS E A g T MR
o o BAMERGREEREASEACA ¥ T — A fE Tt
H S E T 1370 K 5 HAp—{ER B AR REIRSE - —(E2ENEiRyE -
POE 2R ERST - 1 B EE R E (EEEAN) EHEE it
B AR B EPOA IR - (HAA R RENG « 55—iF (EEE) 255
A » 20194 1 H#|5 H7F Facebook |tk HEE= 38 7t » {H Z i
i (201946 HFE 20204 1 H 11 H) » M EEE 7,268 X » fRATR
AN A (REREmURAEa) - mEE T REMESHT
BBt E D R ZEH R E - EREMAZETFR > SEZEE
i oo BEIME - —M— P BRI L L FF R EEE R EA
HC > A MBI %R FELEFL - Hfl g 5% 5 AR5 =2 11
M RErhEEEEEEE ARG - SLEF A2 28 AR ELEI S 20% -
HHRE Rt B G 2 IR 5% < (e PTT S > MEKER - #30 1F
2018 4 8 H BHIAZK H A B AET ~ AEATH ~ MINTRIERIN -

AR AL ARSI G HE > RIS M B R > B2

BTN SREREENMHEERSEN > FEEEHCEARE



B RS AR R AR AR A 4R 1 ok 2020 F R A kiaE 35

ZEE (MBGRETHES - BUS NERES) - A1 > EHiliR
Y EE F (Adversary)H HHRBHTER - SR SGSE B ERAT R 2) > {7 A il K
HEL EREEEAE (M AORHREICEAHRESVERE &
KERMETETH BN -

R A SE IR PR ZE - PN B/ MG FLAE Reddit _FiHYy
175 > BCEEBIEHH R Twitter IRFTHIE » FEBISNKELETT SimEES
F o HHALEAEE - RMEATEBER - F— RTINSO
FEZOh > NG RLAEINS B T EEE - NGRS LR R
BOHWHFREA B IRLIRORIVE R 2 RyiigfhgE A > A hnsmsh
HE (HE—EARE) - NIRRT B S EZEIITEL
AN—F o PIATEZ IR IR - A AR 2R 024 (Gal Gadot){£ 1G 73 &
THTEL RN RSINER A IS EIRE/ MO RIS 1SR sh#f2E
AR AR TANEIN L/ N RLRY IS, - Jo i 1 28 i e n ot
i BB RSP ROEMN - AR RIS NIRIE T 70%RHE Ry
BESC  S{HAEEE > /M RLASHLEERI B E S AR RES R EENE - 40
EFEIERE > Fheimi  AbiiREE M o # 7 BT HEEER
HhRESFaEEMAE - EFHEEERNENRE - HAYE 2SR
e - 280 > H/ANVRLEE R EE - AR BB R RN ERE - 5
HER BRI - & R DL T MR Uy B B 2R 2 R -

= R

ESEA R ERATRERN & - AREHPERXEFE—
MEATE & ZHNGESRAAERZ - iR EEAERLETT
B MRS EAAR SRR - BEREE AR FEE AR At A

68. DFC, “A Bot Network Arrived in Serbia along with Coronavirus,” April
13, 2020, Digital Forensic Center, <https://dfcme.me/en/dfc-finds-out-a-
botnet-arrived-in-serbia-al ong-with-coronavirus/>.



36 wFAeeFAE-—_F-—KF M 2021414 TSSCI #% s F1

W WAE R EA R B B A s )2 T > BB — R IR R
e o HXEy TR E R ML B R FHENSESR > I
REEFZEREEAIIRAT -

RIBARATE (D ER » BSIEAE—FFLUKER T = /il
AR e

(—) HEEL

B Ui B R BI R B A F] - HAE Facebook |75
{/\ GRS % 0 RELE Facebook Biuf 28 B T AH B ekt

o AT FTEE ML B R E R EEE - KE S HIm R - AR R

EP[éETilE’Jﬁﬂ&%lgﬁxm ZEREEABOATLE - fla T
Bl EREE ) i FEANRTE TEARK ) o HIEEK
£ 2019 FErprm - N — AR A ESTEECE TN
LINE fR5% » i85t N BRI 40-80 & 258 » KB R ERE T
fﬁ °
(=) B

R EGRE b B RS S  A 5 EEMER - Z2FiEE
2019 45 H Zfﬁtﬁiﬂzwjzﬁﬂﬁ;ab%ﬁﬁzm%ﬁ 2 k28 B B
X o HREERG 2R EES - HAr & BB R i K - AT
%%Elﬁl?ﬂﬂﬁfﬁdtmhra% ROLE AR s B HEGTHEE B TS
A H A EECERR SCE SRS - AR -

(EE=DIN=FIIWNI & b3 SR i Eu%ﬁﬂufﬁzf‘é@ﬁ&%ﬁﬁﬁ%
i RELREAGE | OB ME RS - RIPETEE N - it
TR SR ) MBS ER N E Et@%ﬁﬁ@ﬁ&%i% » B R
%%E%Ejﬁilfﬁﬁz Facebook fitlf » i N& 2B BUATER IR E » B

HEERESEECE N AT - FENEEAR ma b o BLEimE
TL@&@J%E 14 S e B o B A s i E S EEN - 2019 4F 11
HiZ 1 » Facebook BffG%ES HAHE A ERS T DR » ik BA88 & HI
BRIAA A HHE - REBIEE BT IMARE T (EEEE 2R /\EEH



b B SR e AR A AR T AR 1 % 2020 2R B A wmF 37

Ik BA LI T2 EBE L - + BB =8 LEEE N
(Ref8tk) - WARTTERN  BUEEARSWEH@RIIBUAHER > 2
TR BRI E A | HOLRE -

AWFHFERA 370 {5 Facebook #5 k 82 E Ak B > RIS HE 5319 2,440
{El#g sk (Domain) » AT F(#Y 26 & 7,818 (g4t - #7222 RS
B HERERZEy St E - oY) - el H25
POEMRCERE - Ho = RE $E Google %55 [(Google  Index) - i
FED S (BRSNS (JRE > BEE R R E R )
A XEREER - —E 2R EEET B L EN S ZER  #
“{HEME - #ERIL G ATLGEEIKER P2PEU (ZILINE) - 4l
%1k Google 2252 -

ARFFEIRIERT 26 B 25 {E: Facebook 7rZAY#dhlrh - FEHIEH 55
S 250 REKy L (HE 89 {[) - AGEMENE - Bd[E 3 FHE 0 B R
M BRI E  SEREEZL - HEH > EEHRIRENEDH
S 0 (ETCEI R T S P B BRI ¢ T — (A R R e 2 R S
2o M BEX A G ZREMes -, (FERE 14 KB 15) HHEE
TEZE AR R RERE (B 16) » HEFPMEE RHBARE 5 1 Hnk B p % 3
Eo RTHBEAZIN  TMEEHIEEEE o O A HTR B E LT
B (B2 EE RS aaimgms) - A2l EE
BEMEZ 1% DL T R E B R Facebook (—{iE H A &) 40
&) o WHLINEREE » HREHH "85 | - REECIEEHREBUTR
FIHIE -

9. Jason Liu, Ko Hao-hsiang, & Hsu Chia-yu, “How A Content Farm In
Malaysia Turned Fake News Directed At Taiwan Into A Moneymaker,” The
Reporter, March 12, 2020, <https://www.taiwangazette.org/news/2020/3/10/
fake-news-in-taiwan-comes-from-a-trans-national -content-farm-in-malaysia>.



38 mEALEEANE_+_%F—H 2021414 TSSCI 4% #77)

kanwatch Other
18.589 Kposts 18.547 Kposts

SHEAA
8177 Kposts

EFEEF
7.585 Kposts

ERER ‘
5.946 Kposts

buddhanet01

AA - BRIE
6.842 Kposts

T E
6.013 Kposts

R
3.979 Kposts o s
st kons
1 s
2REABROER
4589 Kposts
BATENATE
3.2960000000000002 Kposts
RIRIE AR
EREE 3.294 Kposts
2,976 Kposts

VIV
2.59 Kposts

BREIE

25547 Kposts
i Wy
294 KPOSIS gy

r
1.576 Kposts

14 {@EAK ERAFRE (Top 89)

BRI - FEER -
By AH AR - AR E - 58] B<https://plotdb.io/v/chart/25171> -



B 3R e AR IRAE AL A AR 1k 2020 &

BRG] HAaF

39

Kanwatch
18689 Kposts

SEE
8.177 Kposts

LN

7,585 Kposts
ERER
5.946 Kposts

buddhanet01
3,979 Kposts

Fiw
3641 Kposts.

TR NATE
szoomoonoo oL
REEE
VIVitREE
=1
P55 onar
S
AFERTF
SR
L i
soidlon
e
)
B
Rp—
REEE
ViVt
BREDE
PO e

BRI - (EEHE -

oo
-
Mark#
Y
BUE « A
N
BT
s,
AR
B
RRFARRETH
e
2REABHEHE
b
TEEE
3.059 Kposts.
EERAEREE |
seane
SprEe
s
FHEE
.
oo
-
Marki &
e
BUE - WHEAE
s
M
e,
RIE
B
2REABEGER
e
IR ABHER
s
—EiBE
e
HEETRREE |
reane
IR AR E
o

FiEE
1,846 Kposts

15 T HrENHGE (K T BEIANITE | AAHINSZREE



40 ERALQFFE_F-_HF -4 2021414 TSSCI #% s F1

g EREATHBER
ERVARTHE

T ERBASUHA
kanwatch.club

I ERBADRSER

kanwatch.com E
. RRBAEESEA

kanwatch.fun | ERUARMDSE

ERVANRNA
BRI

R KR
BXDE

HPRE
RRBH
BiE9® A Descendants of Dragon

kanwatch.me

16 T KH3+&EEF | 89 Facebook &

BRI - FEEE -

o OHE AR R E RS - Evan Lee G EIES E R R -
Evan Lee &8 R ZIEHT ~ MIEEH) ~ 57551 > (LINE BEHAYEGEHE
ek 2 BRI - BN ARS T EHE EXSE) o (REE) o
20194 12 H 26 H - <https://www.twreporter.org/alinformation-warfare-
business-disinformation-fake-news-behind-line-groups> -

(=) hEEk
£ 2019 4F 11 A 2 #% » HfA Facebook Fys& fTEGH » KEESEE
YouTube = LINE it BFfERERSE - (R ESEAHA YouTube #HiE -
HEFEEEE L R T 11 HZ#& - #F% YouTube tHRASE B 1A
REWGN - M A N EER A A RS SCE - fl AN B Fr DA



B R AR AE AR T AR 1 % 2020 R R A wF 41

B BUIE R 2020 42 8 )+ I IR DL B T E I R 2
B AR TR A A SR EE S B TR T A R -
2020 4F 2 H 2 » BIARGACHITENS » SESE U B = 15
fefs (f—H—BB— A =EUE) - IR R EOA H P A
ERE = LD S e G sl e
2 o JRH » GEIEORRE BRI 9RO - BRI  BHR
e (P YouTube HSELIERBRBER, - TRFIEFIZAIMA) - Tk
3t RO 2 5 B IR AR A+ 7O T 28 = AP A BB S 5
o B -
(P4) BLLINE fUEH) - DURBONE ~ BIRLEGU 2 5

7R BRI B IR 8 EIR RO ) % ROBSTERT 110 -
515 B 7E LINERHAOECA 5 - (UG P56 S R0+ HIE 17 -
18 71411 » Facebook & LINE #yGEE 26 HIBIHT— A A - Bi—RaE
AT TR - BESR BT I SR A R - (L7 2019 7
54 1 FIF 202048 1 F 31 - WS ERHg-P B P Sos R
1,272 - MBS MR 12 A 17 H - 4 10555 (FHRE
19) -+ FLT BP9 25 2 B R AT S B 4 LR B
2 Facehook {3 AL L5 25 HLrP IR RAE - EL/IMBAT ROV
(B ) HIAF I 8 - (EBLTFABI B SN 88 - T FRe s
R 9 L S S AT BT 5t (TREN » BB AR R -
MIRTHE R AERI 0% ) R8N - TR A ATAE URAE RS, -
SERE S B B IR A T B R UG R B -

70 #ARVEGEAN T S8 Today | > FESEBIREMT - 59 AN S R (8 2 T 4
8o —EEREAERE (ERIR) > —ESPEErEE ONERIRED) - W
BHGRERETSO HERETRMF - HBUaE— A2 R SEERF
WAV, > BT RHE AN R R AR -

71 H A EEA 357 0 o i 114 5 > (5 5515 - AR R o



42 % ZHRAEEFF k%8 20214%1A TSSCI # s #77)

IR T RS o B U T AR IR A ¢ AR I

Eib%ﬁ A Nov 22

Jul 2019 Oct 2019 Jan 2019 Apr 2020 HEA

17 Facebook RSEiEN ERBUEEE - LIRS A

ERAE © {E& % CrowdTangle BUE -
# AH ¢ EEE 2019 F 11 H 17 HE 23 H - H 22 H 2 A Bh#5E 6,500 X

8l # 80

60
60 57

40

#T 4

bR% - BT
RER &7F

2020-01-12 (+00) ( /on»
& m

2019-11-24 (-07)
2020-01-19 (+01)

2019-10-27 (-11
2019-11-03 (-10)
2019-11-10 (-09)
2019-11-17 (-08)
2019-12-01 (-06)
2019-12-08 (-05)
2019-12-15 (-04)
2019-12-22 (-03)
2019-12-29 (-02)
2020-01-05 (-01)
2020-01-26 (+02)

[

18 LINE AFZEMBWBEHE LR AR5

BRI - (FEHE -
Ao W ESEEAE SRR (A3RIE3TAI) 20194712 5 22 HE29H -



B SR e AR A AR T AR % 2020 R R A wF 43

.
J .

20 . ul e H N .
A R R inhed /b R e
ooy’ LI & NS A _d el _mtaameloneel S Rp ‘0'0 LY V4 4

od o ] o,
0-0% ‘000" 2500 =%

»— —t

® 0%
2020-02-01 2020-04-01 [=E]

19 FEIEABR¥ERIE XS EELE

BRI - (EEEE -
B BY @ =86k 20194F 12 H 17 H -

2 = o-0=0 € 0gp
2019-10-01 2019-12-01

ESIEAIEE YouTube fif &2 % » HlAHE R LS - KX
HIES(EE F EAEF & ) » WAL - R sEHE B 25 R i A 2 (6 2
P AR —EEARTTALET - PR BRI REREEET » BEEAIRE
EUE AR » NHREFEERSEE @ I &R g8 Face-
book K& » K AIFZE g H AT YouTube ~ Facebook » DL LINE
HERESEBS - HEREEESGEAFTEE - (EARWICE 8L
A > YouTube FSIEEZEHIREREHSURY » BH—HuE I AIR] B H i
40 BHREE -

g~ Wy AR

AT AR U HBOR B B A &) - EEpg b i A S E RS
o BOH A E R A M ) B B BRI S AR 0 S ORI SRR
o ARG FE R ER AR - HELE S —BAG I N R » TP R T — (i #

NENERA L EGERBE—FEE - 5 R Kayve (NAERSNEIRANER
) o (BFEEEERAE) > 20194 10 A 26 H - <https://www.thenewslens.
com/article/126592> -

73R 2 S HHEE T BT R - —ERIREISE 2N ENE -



44 % ZHRAEEFF k%3 2021417 TSSCI # s #77)

S R ) RS R R SRS B RE A I R
T[] ©

EEENGNETS > T2 LHE PR E - BE - BUs AP
% - WERIRRSE ~ 38 E - PEINE  CEREESE - IEAg
586G - FFERI = EHREN > IES ZEAER — > & Bl
2017 FEFAAGEY T — U BURTEE ¢ TR ER AR R B R AR
Ao DUHEEHTT A2 > B H A - PIAEarh R s
(REA) BN BRERE - 808 te g Zmeus A -
N B TR BRI L S o H M B A L A B R
BT AR IR 6% - ARMEEH R E A » HR D EREAI SR
B> I ASCRRBRERY > RAEMRERIR ARG T o Frat 42 AHTERE
TN S » BIA0 - AREGEAEHT L T B R A B St e e o - RS
BRI BEBAACD - NECEN EREBEEZ DM > Skh
FALHPIHE - A B AWTTeFr 2R ARBTG5 -

EELEREE T AR R > HEREEERT IE T
Bk o BIANESDE R L EA B P (et gy - B a8 ] SE /N = 5
(BT I BT B E S - At - B FERECT H R AT R R
Bl IE=E  JRAN > WG E AR - RER LS ST AT RE R Ry T
FREERRE > IR R T S8 B B B ST 8 B A B T TR = i e
FHAOEHR BT A BB 07 - R T P RE R > 2R
g WERE - HS 2SN BHE IR e 77 )& W% RE
[FIBFRR R AP RN » BIAESGE TR R > PN
Frggfiny " IS HZmE R T RME ) - B REERR
78 - EFEFARIA M - AR ZRKFRVE - FHTEAR
FEHRPGEHE -

FTIRIES 2 E BN JEREN " 28 ) FEREHAYED
73 MIF Lot BB A 3E - th B AT e R R & AR B 1T
(F0#TE ~ BAE) - MEREERER - BREmE (Ak¥) #



B SR e AR A AR T AR 1 % 2020 R R A kF 45

72 - BHINE > CHEETR " ZEEE PR EERAERAF
WESRRESY - FRFIREERER (FBEED - FEHEHEENHE -
AR BB R E A (BREEN) < FEAE - WSS 22 FE
[ ey i 2 B = ARRR T I > R R RN BARTRS - RN E I Rl H B
Tt RERI SR BEE - R PLE LIS N A R R T RS
BCHTEIAE | - HAEhAYENEL E st R A R o TS ERR R
MEEE > R EAEIE T T B ENR S ) RN - HERiGE HI
HoBESREEEM TR XNRREFHENE (WRITH—2
) > UTEREREHNIRAZERT - 540 PBIRATERIEE,
EEEHI RO BIATA SR =B 5 e E - A 8 E A
TR SSFIRFC T G WA E R E TS5 8 T E AR FGH -
MR\ SEER) > B2ZE M AH A G R -

PRI > AR - T I B R B 5 U A B L ZE (a1 B i e =
fEfR A > WE 2 B A EAE - BEREFE - YouTuber ~ 2
%5 ~ LINE S5 S2ACH0E - TIREEATEOGR - PIANEBEE S PEIE) © 7Y
JNmR AR ) A HE AR S ERGIUE,  FTRLZHE S YouTube ZRERAT © 452
FERR > ERNTFEZEERE TS e mE E 2N EK A (Ainstar
gram FUE &S REESEN > Uk TBEEERZERE#RTIN T R
~ YouTube HUEFMHAMBEZE HRIE) > WEHEATTE - AN
BB BB R IR IES > — HEE AP — (e E H S
W& > — HHEEEEEME LSRN - B FaERGE -

T H A RS - BERGERNRL - RS - MR - AR - B
BT~ EKEE - WRFRE - BCER R - NN - BEE - &
A ANE - EAER E G R - PR - A EE
B~ SEEGHTEME > B REEE TS ARERSFER TE,  WERR
BRI TEEy ) BT > A8 - SERIOIREG > (S HEERSEE
wrE L, AFERSESERI T, ) o (PEEEME) > 20194 7H9H -
<http://big5.taiwan.cn/plzhx/wyrt/201907/t20190709_12182194.htm> -



46 #ZHALEEFF k%3 2021417 TSSCI 4%« #7 F)|

B 7 BISRE E NBE TL2 % - %38 Facebook Ry
8« ik [ A -

Hrb R RTINY - 2 S IR T AR - S
$RAE 2019 48 4 F A P2 50 SRMATHOSE - 5> S WAE B IR E R 4
FTLAS - 2018 FE L& — BRI I  BHREEEHENZHHE % |
HEaRRFHRINE W TR SRS DUk S TS ER
IS MRS > Hrh(ES L — R e, S
B T A B A -

BT AR S S R R SR
o TEE ) o B - D T B R S R -
I ESOEE  TEABESENG > ek TR, TREE
(LAIE R, - BN SR RIS T ML - AR T SRS A
e TR TR AR o AR A b R
b FREAEETE TEME N (R TR RIS - A —
5+ (AT B R YouTuber » 7 11 e || S8 HoBiT gk -
AL FEEAE T SRR ) o TERA I S B R A
& o BTG - RSEAEERRE  EAEEROEEEREA -
B B TR AR TTRER T R B (R — i 7

A% (HEE) BE - HBERMB TGRS THAFEE AMER - i
EHEFLZEEERER - THAFRREANBMEETFEZEE LS - HIEREF
g T EEE ) B TESE TREFFIR, AE THEBEE -

TBAEEZRIFIAF » FEIFEE LI —{E H 150 E =2 (E - #UEE YouTuber
FOE R Rt - HAMZRGIE M ZIARR T REIVIER o G REEE -
Wi (W THFBIEREE) » (GERTEERZE) > 2020F 3 A 11
H » < https://medium.com/doublethinklab-tw> -

nEFR 0 ("HEEIITEEEE  TEEEHME B TR /D
fm 2 e BEKBAET) o (RHEFTERMNE) - 20194 4 H 6 H - <https//
www.thenewsl ens.com/article/116816> -



W B S Se AR R AE BRAE A 4R 0k 2020 E g R A kgt A7

R TR = 7

[FI B 2 T B AR A R - R 2 B AR W > (B
FEARE R © O o BN AR R R el A R R A R AEL R SR IR A R
HENEZ > WA E RN REA UV REK ¢ 2RI o B ek th r St
F22 TR N ot 3 o B R SR R R AR 0 PR TN ALY RSN > (B (R (A
"R ESE o MIEHREE AR B E RS E T
A S o 8 > MBIERMNEITT Ry - B e st EHgIEE A(ER#24
HE o RMESZE - BRIRERREE AR ZRZF > FLEEE 7
FHREGINE ANTENAE - FEBEFEGE - AEBBATEN © R
Bl - Fo&piiry s - EERR OER " SEEFEEmER e, o
B T RS MR EE TR TE ) AERHIRD - R > FEAREK
EEFER R G £ 2RO TRk BRI - #EH
w2 EUBELERE > BEEHTIEANEIRERER B - &
e NFREE > BLERANTERIE A e B - M FHEAHE SIS &
SRR E DA B - A s R S -

{h ~ i ai
H AT R R R 55 - 2By T IERUT R BEROR
Fji > OHAP— LB - AESERE S mEL - RAHEM

BIHEEE - RIAHEPBARAR LT - (P& 0E REE R CERIIRGE -
WEAARFHANE - BN ZZ2EERNEE - Sl EHSB ] FE R E -

79 FHRE Bk n 227 Clive Hamilton & Alex Joske, Slent Invasion: China's
Influence in Australia (Melbourne: Hardie Grant Books, 2018), pp. 113-142.

8. Richard Gunther, Paul A. Beck, & Erik C. Nishet, “Fake news did have a
significant impact on the vote in the 2016 election: Original full-length
version with methodological appendix,” April 23, 2020, Accessed, OSU,
<https://cpb-us-w2.wpmucdn.com/u.osu.edu/dist/d/12059/files/2015/03/Fake-
News-Piece-for-The-Conversati on-with-methodol ogi cal -appendix-11d0ni 9.pdf>;



48 % ZHRAEEFH k% 20214%1A TSSCI # s #77)

A S~ (B - BEE = —BRAEEG - BLBUEE A - &2
EE - REES - FENMEMILIRE - B UEES - 8o TR
AR - 1 DAV B B E R Y EL B PR G B R S A B e
"iEEHE | (Coefficient of Traffic Manipulation, CTM) &R 458
iz (R 8 & RSEEAN Facebook 1 Twitter A2 SHELE T 5[4
{2 ; (Coordinated Inauthentic Behavior, CIB)zk{EHIHE RS E R » Wil
HT4E - 2R CERA R SE SRR EE S - (HRRTE M
AR EB R - W H - LRIFHAEE - AlERESE - MREE
Fo o B > AR T IUEREL (R 28E 13) - AEHHRIER

S. Mo Jang, Tieming Geng, Jo-Yun Queenie Li, Ruofan Xia, Chin-Tser
Huang, Hwalbin Kim, & Jijun Tang, “A computational approach for examining
the roots and spreading patterns of fake news. Evolution tree analysis,”
Computers in Human Behavior, Vol. 84, July 2018, pp. 103-113; DFRLab,
“Human, Bot or Cyborg?”’

81. Ben Nimmo, “Measuring Traffic Manipulation on Twitter,” January 2019,
Oll, <https:.//comprop.oii.ox.ac.uk/research/working-papers/twitter-traffic-ma-
nipulation/>.

82. Fabio Giglietto, NicolaRighetti, & GiadaMarino, “Understanding Coordinated
and Inauthentic Link Sharing Behavior on Facebook in the Run-up of 2018
General Election and 2019 European Election in Italy,” January 15, 2019,
Oll, <https://doi.org/10.31235/0sf.io/3jteh>; Jen Weedon, William Nuland,
& Alex Stamos, “Information operations and Facebook,” April 27, 2017,
Facebook, <https://fbnewsroomus.files.wordpress.com/2017/04/facebook-and-
information-operations-v1.pdf>.

8. GB Dobson, A. Rege, & KM Carley, “Informing Active Cyber Defence
with Realistic Adversarial Behaviour,” Journal of Information Warfare, Vol.
17, No. 2, Spring 2018, pp. 16-31; Ke Wu, Song Yang, & Kenny Q. Zhu,
“False rumors detection on sina weibo by propagation structures,” paper
presented at the 2015 IEEE 31st international conference on data engineering
(Seoul: IEEE, April 15-17, 2015), pp. 651-662.



b B SR e AR A AR T AR % 2020 R R A kF 49

Fo A SRR ISR -

PRI B 7 (capability) 1 7308 > DUR R DL (victim) < >
REE > SRR > THEWEE D > LA ZEATRER
ZEHRMEREE - DR B AESE > 5 ARS8 A I R
HIRE - B BRIENETTH » A2 HFFEHE 2 EEE - mEER
FIMEZRE R F (narrative) » 8 iI7) - B S EEEE RER T HPER T
S S8 BRI > REOEECRERLE T REEMR ) AURE
RSB RGNE ~ B > AEEE S BB 2 -

AWFFEAENT wfis 2,000 R RS SCE T » WGy TR, BB
A CHEE A B KOEER - BFERE - BlH - B R
4z~ LGBT ~ {HAUER - BR - selfiE - £HRMR  ERE - HAl
1% ~ 5l - RIS E RN - Ut E R E
BEE T ERM D RN E > RESEREEE - BEHEER "M
E, o BEERERZ RV g5 #—EEE (LehE B 1F

8. HBITEERSE 3,752 (% - R WX FE VIS RVIEREE - A7 0k
e

85. Juan P. Cardenal, et al., Sharp Power: Rising Authoritarian Influence, pp.
7-13.

8. David A. Broniatowski, Amelia M. Jamison, SiHua Qi, Lulwah AlKulaib,
Tao Chen, Adrian Benton, Sandra C. Quinn, & Mark Dredze, “Weaponized
health communication: Twitter bots and Russian trolls amplify the vaccine
debate,” American Journal of Public Health, Vol. 108, No. 10, September
2018, pp. 1378-1384; Mark Davis, “Globalist war against humanity shifts
into high gear: Online anti-vaccination websites and anti-public discourse,”
Public Understanding of Science, Vol. 28, No. 3, December 2019, pp.
357-371; Darren L. Linvill, et a., ““THE RUSSIANS ARE HACKING
MY BRAIN!" investigating Russia’s internet research agency twitter tactics
during the 2016 United States presidential campaign,” Computers in Human
Behavior, Vol. 99, October 2019, pp. 292-300.



o0 wFEALeFAE-—_F-—KF M 2021414 TSSCI A%< 1 71

B B ER O R RO BE > BES) o NSRRI
BAYE R R EERl aReR (TSR -~ ERlRE - R - &
ISR ~ (FRUMEE ~ ofn ~ ERAEESESE) o B - RN
B R ELE A Ry fn] - ERA R HRE ST - FEH BT E RSB E + %
AR N E R L AE 4D (Distract ~ Distort ~ Dismay ~ Dismiss) >
OEEFEYFTRES » SR TEEZ N 4D - HIMER
ARRE AR -

MEARREOH  EBRPEEH IR "R, - RS
Al Ay - —(H R IR - SN —EE A EE - $HHE]
FH o HREBERXR L - FRAESH MG ISR G E I E
TR - BN Bkl R A G o BRI R T R EL - 5
A E R BEZ AR - RAMEATTREANAREANGZE - ERE
HhEmERE R O RFRARE - EREKENEHER - Kmi’E
R - HIEARCRAE/NEE - BENERYEAT  OEEL - ER AL

§7. Xiaolei Huang, Lei Zhang, David Chiu, Tianli Liu, Xin Li, & Tingshao
Zhu, “Detecting suicidal ideation in Chinese microblogs with psychological
lexicons,” paper presented at the 2014 |IEEE 11th Intl Conf on Ubiquitous
Intelligence and Computing (UIC: IEEE, November 4, 2014), pp. 844-849;
Elvis Saravia, Hsien-Chi Toby Liu, Yen-Hao Huang, Junlin Wu, & Yi-Shin
Chen, “CARER: Contextualized affect representationsfor emotion recognition,”
paper presented at the Proceedings of the 2018 Conference on Empirical
Methods in Natural Language Processing (Brussels: EMNLP, November 4,
2018), pp. 3687-3697.

8. A. Lemay & SP Leblanc, “Iterative Analysis of Competing Hypotheses to
Overcome Cognitive Biases in Cyber Decision-Making,” Journal of
Information Warfare, Vol. 17, No. 2, Spring 2018, pp. 42-44.

89. Jon White, “Dismiss, distort, distract, and dismay: Continuity and change
in Russian disinformation,” Institute for European Studies Policy Brief,
No. 13, May 2016, pp. 1-3.



B RS AR R AR AR A 4R 1 ok 2020 F M E R A G kiaiE S

ARG E AR EMIE SR S - A E e EEEZ
K HIEr P Riais &R T BN - MEEEE RN MEEE > BA
SDIRREE S 2 R A M E AR &2 R N
E%E - LINEBFHBURSES: > Blg Rk d@E - [HEA "%
1%, -

JREN - BRI A 3R B AR TR 5 T Y R Bt [T AR SR
MR PR EERLE - EhE - BREFNRS - IS - 0
SRt [ B & AR B B 2 R R AR R B S — 2 AR AR - (FE R
Ry » 2018 FRATHRES | - {5 f)E B2 & A L SRR AR R - (Rl
A R R BRLGE  2020 SEARAE AR EEA Y E R Hip TER

RREWER (KBE5EEE - FORTHES) K ALESES) IR ) #LIK
BR G BEENSRERER  AEEN > RREFIRICR > &

BT LT ROR BB KRR A L it > 2020 S B Ry E AR IR
RERFIRE " CPEME ) - JEIERHRA - MR EA BEZ A E K
B AINBEHREECLEGESIEMEHLIE (Eithmid
G o ErEERE D R R EAME(E - N - SEEE SR gL
RN R0E - (EVE S EEBEIRE « KA ELR EE IR
RENZEA - ERESATRBERHGRT DR - Bk - WA gEfE
BHG R EL TEE -

K1 - 2019 i@l BB R EH LHRHEER  HiEER
R BEHINE - BN —ERBSEOEHE - EARERAEFAE
HIER T FSEGZ - SRR EH e - SNERAEREARE
R HEREGR > LHEERHE PG EES - R HITEREL
& MERETRIERME W RLE AR RSN R kg s g E
W R SRR EEE R (000 CIB f250) & R I

9. ~ BREEAD > (REHEEEREZESNT) > 2020245 29H » (&
BERIFEEZ) - <https://medium.com/doublethinklab-tw> -



52 %24 GEFE _F_%%—4 20214 1A TSSCI # s #77)

RZEfL BB NAER 5, 04 - FET LAaEE - (6 A X A% (Foreign Agent
Registration Act)fE 5@t /55 » JRA > ARACRE $Hg—(EfR Ay & A
BT DUR Y - dAs T AERY TaRes o B, o DIEES SRR
FB)E BLERE E U A R AR RS - Rl — R E Bk
o mERAHEERIER TBE - BHHEANBEEBEERS
B IR RIER A SEmE H -

(efd - 20204E 5 H 6 H : {E1F © 20204E 10 [ 20 H : £/ : 2020 4F
11H5H)



B RS AR R AR AR A 4R 1 ok 2020 F M E R A G kiaE 53

S P

HE

B TMARE > 1999 o CRARE {2 B SRR (LR R B 6
BORHTRE) o AL RS -

AT - 2019 - (HLE23E) - Bk /UL -

VDL » 2008 0 CHTEFR) - B @ WL AR -

pRefs > 1999« (IR ¢ SEBIBS TR PR ) - 8L BEvE
EER -

HEER L

RS R > 2017 o (DIpg SO © 15 ek Bk B fR A BUA UE
H ) > RS MERRAER > CREAVFE - BRI Ry 5
it ) - 20 R sebant N IERT » H 675-720 -

HFIER S

TRk 0 2004/4 (IR B 22 %) 0 (RIRBUAET
i) o H6HH > H 1933

EE ~ ZOER > 2006/7 - (HEEHCEREEEE ST ) 0 GERES
FET]) - BT EE 3 H 187-229 -

MEE » 2019/12 F - (&ENECHBIE R EBE R ME) - (F
HEMEHT) » 5 53%5F 61 > H 116-126 -

FROZEE > 2005/10 - (R HERE B G #E) » (BEHE
K), EI3EHFE 10 > H 34-52-

PRSRSE - 2007/9 - (HHIL(E S MEFR P ) - (REEHER) -
55 91 » H 60-84 -



54 #EAAGEFE V%% - 20214 1A TSSCI # s #77)

WHRE - 2004/12 - (FRRRFP LR P IRAU L Z IR — B (5 2K
HERNEAHGEZEZEE) > (BEES®R) > F828] '
187-218 -

ZEHESE ~ LAoRNE 0 2007/1 - (EHERERLZHER - #REEE ) -

(EBZeHam) - % T96019 f] » H 1-27 -

e Eram

UAEEE > 2019/12/12 - (YIHEEHERURERNSE ) - T RRSERE ), AT
o o mifE - FRILIKER o H 269-283 -

EOJRAE  2019/12/12 - (FLEEBE P EEER AN HFEIRYT) - T #E
WEST, HETE o S LRE: o H 177-203 -

WrjEit
RERESC - 2019 - (KRR BHEE T (FALAM RIS (FHERY: -
107A107089) ) - EEL * (FECSEAREZALE -

e e it

2018/11/5 - (T Re R IEST - BEERA A ) o (HEREAY) - <http//
www.chbcnet.com/normal/content/chbcnet/hgbd/content/2018-11/05/
content_1346613.htm> -

2019/12/31 - (Rl " BEE )\ 25/ —KIN10 ZL 28t
mEE) » (BlZE) - <https//www.guancha.cn/politics/2019
12 31 530036.shtml> -

Gene Hong » 2019/12/31 - ( {i& 7 [H] B it Bf 2K 75 8 Ui B (52 ) AL o
#%?) » (Medium) - <https.//link.medium.com/ByM6wBSUu4> -

Kayue - 2019/10/126 - ( A E RGN EMAERE ) - (B# R
#4) - <https:.//www.thenewslens.com/article/126592> -

Noxinfluencer » 2020/4/23 (tg5%) - (&GRS ETT) -



B RS AR R AR AR A 4R 1 ok 2020 F M E R A kiaE 55

{Noxinfluencer) - <https://tw.noxinfluencer.com/> -

TH Schee » 2019/8/3 - { i~ LINE gy—2L 85 —1¢ SEC Form 20-F ]
Hi# ) » (TH Schee blog) - <https://blog.schee.info/2019/08/03/
line-form-20f/> -

TS - 2019/7/9 - (S HEERTENR "& ) - HERRKRK

T#e ) » (FEEEH) - <http://big5.taiwan.cn/plzhx/wyrt/
201907/t20190709 12182194.htm> -

UCAEEE ~ R4 ARE > 2020/3/11 - (B NRYHEIEIEED) - (BER
FEEZE) - < https://medium.com/doubl ethinklab-tw> -

EAHE ~ BRERAN - 2020/4/29 - ({RAHEESERNZE ) > (G
REHE=) - <https//medium.com/doublethinklab-tw> -

Ty 0 2019/4/6 - ( TEHEEHITHEMEE ) FEEEEHME - 1H5

"R MR P BERE C BEREAET) - (BASERTERAE)
<https.//www.thenewslens.com/article/116816> -

ST ~ FIIEH - 4525 - 2019/12/26 = ( LINEBEHLAOEERE AL 2
EEHEE  BHASEYS "EHH EX¥ME) 0 (REHE) -
<https://www.twreporter.org/al/information-warfare-business-disin-
formation-fake-news-behind-line-groups> -

fRfE > 2019/6/21 - (IR EEEBATIUR S H) > (KE) >
<https://reurl.cc/nzZRr1> -

A

PLffEE > 2018112120 - EEHH  ZFHAA » BT -
PLfiRE - 2018112120 - EHH - ZEHA B - Bl -
PR » 2019/1/18 - HiERH © ZAHA C o BALH -
Ve > 20191122 - TR 2D - B> Bk -

TRAAEE > 2019/1/1-5/3 « LINE 25k » 35 A F-~ G~ H -



o6 wmFALEFAE-—_F_KF M 2021414 TSSCI #% s F1

Bourdieu, Pierre, 1998. Practical Reason: On the Theory of Action.
Stanford: Stanford University Press.

Caliskan, Murat, 2018. Modern Political Warfare: Current Practices and
Possible Responses. California: Taylor & Francis.

Cardenal, Juan P, et al., 2017. Sharp Power: Rising Authoritarian Influence.
Washington, D.C.: National Endowment for Democracy.

Chivvis, Christopher S., 2017. Understanding Russian Hybrid Warfare.
Cadliforniaz Rand Corporation.

Diamond, Larry & Orville Schell, 2019. China’s Influence and American
Interests. Promoting Constructive Vigilance. Stanford: Hoover Insti-
tution press.

DiResta, Renee & Shelby Grossman, 2019. Potemkin Pages & Personas:
Assessing GRU Online Operations, 2014-2019. Stanford: Internet
Observatory.

DiResta, Renee, Kris Shaffer, Becky Ruppel, David Sullivan, Robert
Matney, Ryan Fox, Jonathan Albright, & Ben Johnson, 2019. The
Tactics & Tropes of the Internet Research Agency. Annapolis. US
New Knowledge.

Hamilton, Clive & Alex Joske, 2018. Slent Invasion: China’'s Influence
in Australia. Melbourne: Hardie Grant Books.

Libicki, Martin C., 1995. What is Information Warfare? Washington, D.C.:
National Defense University Press.

Mattis, Peter & Matthew Brazil, 2019. Chinese Communist Espionage:
An Intelligence Primer. Annapolis: US Naval Institute Press.

Pomerantsev, Peter & Michael Weiss, 2013. The Menace of Unreality:



B RS AR R AR AR A 4R 1 ok 2020 F M E R A B kg ST

How the Kremlin Weaponizes Information, Culture and Money. New
York: Institute of Modern Russia

Slipchenko, Vladimir, 1999. Voina Budushchego. Moscow: Moskovskii
Obshchestvennyi Nauchnyi Fond.

B EEEA

=35 o

Brazzoli, Mario Silvino, 2007. “Future prospects of information warfare
and particularly psychological operations,” in Len Le Roux ed., South

African Army Vision 2020. Pretoria: D&V. pp. 217-232.

LURRIET)

Anand, Vinod, 2006/10. “Chinese Concepts and Capabilities of Information
Warfare,” Strategic Analysis, Vol. 30, No. 4, pp. 781-797.

Arif, Ahmer, Leo Graiden Stewart, & Kate Starbird, 2018/11. “Acting
the part: Examining information operations within # BlackLivesM atter
discourse,” Proceedings of the ACM on Human-Computer Interaction,
Vol. 2, Issue CSCW, pp. 20-46.

Aro, Jessikka, 2016/5. “The cyberspace war: propaganda and trolling as
warfare tools,” European view, Vol. 15, No. 1, pp. 121-132.

Bail, Christopher A., Brian Guay, Emily Maoney, Aidan Combs, D
Sunshine Hillygus, Friedolin Merhout, Deen Freelon, & Alexander
Volfovsky, 2020/1. “ Assessing the Russian Internet Research Agency’s
impact on the political attitudes and behaviors of American Twitter
usersin late 2017,” Proceedings of the National Academy of Sciences,
Vol. 117, No. 1, pp. 243-250.

Broniatowski, David A., Amelia M. Jamison, SiHua Qi, Lulwah AlKulaib,
Tao Chen, Adrian Benton, Sandra C. Quinn, & Mark Dredze, 2018/9.
“Weaponized health communication: Twitter bots and Russian trolls



o8 wHERASEFAE—_F—_KF M 2021414 TSSCI #% s F1

amplify the vaccine debate,” American Journal of Public Health,
Vol. 108, No. 10, pp. 1378-1384.

Casey, George W. Jr., 2009/10. “The army of the 21st century,” Army
Magazine, Vol. 59, No. 10, pp. 25-40.

Davis, Mark, 2019/12. “Globalist war against humanity shifts into high
gear: Online anti-vaccination websites and anti-public discourse,”
Public Understanding of Science, Vol. 28, No. 3, pp. 357-371.

Dobson, GB, A. Rege, & KM Carley, 2018/Spring. “Informing Active
Cyber Defence with Realistic Adversarial Behaviour,” Journal of In-
formation Warfare, Vol. 17, No. 2, pp. 16-31.

Duczynski, Guy & Charles Knight, 2018/Winter. “Strategic-Intelligence
Analysis. Contributions from an Operational-Design Orientation,”
Journal of Information Warfare, Vol. 17, No. 1, pp. 16-30.

Ferrara, Emilio, 2017/7. “Disinformation and social bot operations in the
run up to the 2017 French presidential election,” First Monday, Vol.
22, No. 8, pp. 1-33.

Guess, Andrew, Brendan Nyhan, & Jason Reifler, 2018/1. “Selective
exposure to misinformation: Evidence from the consumption of fake
news during the 2016 US presidential campaign,” European Research
Council, Vol. 9, No.3, pp. 1-10.

Jang, S. Mo, Tieming Geng, Jo-Yun Queenie Li, Ruofan Xia, Chin-Tser
Huang, Hwabin Kim, & Jjun Tang, 2018/7. “A computational
approach for examining the roots and spreading patterns of fake
news. Evolution tree analysis,” Computers in Human Behavior, Vol.
84, No. 103-113.

King, Gary, Jennifer Pan, & Margaret E Robert, 2013/5. “How Censorship
in China Allows Government Criticism but Silences Collective Ex-
pression,” American Political Science Review, Vol. 107, No. 2, pp.



B RS AR IR AR AR A 4R 1 ok 2020 F M E R A B kg 59

326-343.

Lazer, David M. J,, et a., 2018/3. “The science of fake news,” Science,
Vol. 359, No. 6380, pp. 1094-1096.

Lemay, A., & SP Leblanc, 2018/Spring. “Iterative Analysis of Competing
Hypothesesto Overcome Cognitive Biasesin Cyber Decision-Making,”
Journal of Information Warfare, Vol. 17, No. 2, pp. 42-44.

Linvill, Darren L., et al., 2019/10. “*THE RUSSIANS ARE HACKING
MY BRAIN!" investigating Russia’s internet research agency twitter
tacticsduring the 2016 United States presidential campaign,” Computers
in Human Behavior, Vol. 99, pp. 292-300.

Munger, Kevin, Rich Bonneau, John T. Jost, Jonathan Nagler, & Joshua
Tucker, 2019/10. “Elites Tweet to get Feet off the Streets: Measuring
Elite Reaction to Protest Using Socia Media,” Political Science
Research and Methods, Vol. 7, No. 4, pp. 815-834.

Reisinger, Heidi & Alexandr Golts, 2014/11. “Russia’s hybrid warfare,”
NATO Defense College, Vol. 105, pp. 1-12.

Sanovich, Sergey, Denis Stukal, & Joshua Tucker, 2018/4. “Turning the
Virtual Tables: Government Strategiesfor Addressing Online Opposition
with an Application to Russia,” Comparative Politics, Vol. 50, No.
3, pp. 435-82.

Shu, Kai, Amy Sliva, Suhang Wang, Jiliang Tang, & Huan Liu, 2017/9.
“Fake news detection on social media: A data mining perspective,”
ACM SIGKDD Explorations Newsletter, Vol. 19, No. 1, pp. 22-36.

Thomas, Tim, 2000/12. “ China stechnol ogy stratagems,” Jane’ sIntelligence
Review, Vol. 3, pp. 37-39.

White, Jon, 2016/5. “Dismiss, distort, distract, and dismay: Continuity
and change in Russian disinformation,” Institute for European Studies
Policy Brief, No. 13, pp. 1-3.



60 wFAkeeFAE—+-—K5% M 2021414 TSSCI #% s F1

e &

Al-Mohannadi, Hamad, Qublai Mirza, Anitta Namanya, Irfan Awan,
Andrea Cullen, & Jules Disso, 2016/8/22-24. “ Cyber-attack modeling
analysis techniques: An overview,” paper presented at the 2016 |EEE
4th International Conference on Future Internet of Things and Cloud
Workshops. Vienna: |1EEE. pp. 69-76.

Huang, Xiaolei, Lei Zhang, David Chiu, Tianli Liu, Xin Li, & Tingshao
Zhu, 2014/11/4. “Detecting suicidal ideation in Chinese microblogs
with psychological lexicons,” paper presented at the 2014 |EEE 11th
Intl Conf on Ubiquitous Intelligence and Computing. UIC: |EEE.
pp. 844-849.

Niven, Timothy & Hung-Yu Kao, 2020/12/12. “Measuring Alignment to
Authoritarian State Media as Framing Bias,” paper presented at the
ACL Anthology. Barcelona: ICCL. pp. 11-21.

Saravia, Elvis, Hsien-Chi Toby Liu, Yen-Hao Huang, Junlin Wu, & Yi-
Shin Chen, 2018/11/4. “CARER: Contextualized affect representations
for emotion recognition,” paper presented at the Proceedings of the
2018 Conference on Empirical Methodsin Natural Language Processing.
Brussels: EMNLP. pp. 3687-3697.

Shu, Kai, Suhang Wang, & Huan Liu, 2019/2/11-12. “Beyond news
contents: The role of social context for fake news detection,” paper
presented at the Proceedings of the Twelfth ACM International Con-
ference on Web Search and Data Mining. Melbourne: WSDM. pp.
312-320.

Stewart, Leo G., Ahmer Arif, & Kate Starbird, 2018/2/9. “Examining
trolls and polarization with a retweet network,” paper presented at
the Proc. ACM WSDM, Workshop on Misinformation and Misbehavior



B RS AR R AR AR A 4R 1 ok 2020 F M E R A G ke 61

Mining on the Web. Los Angeles: ACM.

Wu, Ke, Song Yang, & Kenny Q. Zhu, 2015/4/15-17. “False rumors
detection on sina weibo by propagation structures,” paper presented
at the 2015 |EEE 31st international conference on data engineering.
Seoul: |EEE. pp. 651-662.

Yadav, Tarun & Arvind Mallari Rao, 2015/8/10-13. “Technical aspects
of cyber kill chain,” paper presented at the International Symposium
on Security in Computing and Communication. Kerala: SSCC. pp.
438-452.

EPPEEE
Wardle, Claire & Hossein Derakhshan, 2017/9. “Information Disorder:

Toward an interdisciplinary framework for research and policy
making,” Council of Europe Report, Vol. 27, pp. 29-38.

e B i

Caltagirone, Sergio, Andrew Pendergast, & Christopher Betz, 2013/7.
“The diamond model of intrusion analysis,” DEFENSE TECHNICAL
INFORMATION CENTER, <https://apps.dtic.mil/dtic/tr/fulltext/u2/
a586960.pdf>.

Center of Excellence, 2020/4/6(accessed). “Hybrid Threats,” Hybrid CoE,
<https://www.hybridcoe.fi/>.

Decker, Ben, 2019/8. “Adversarial Narratives: A New Model for Disin-
formation,” GDI, <https://disinformationindex.org/>.

Degital Society Project, 2019/4/9. “Foreign Government Dissemination
of False Information,” Degital Society Project, <http://digitalsoci-
etyproject.org/foreign-intervention-on-social-media/>.

DFC, 2020/4/13.“ A Bot Network Arrived in Serbiaalong with Coronavirus,”



62 HEALGEFFE V%% — 20214 1A TSSCI # s #77)

Digital Forensic Center, < https://dfcme.me/en/df c-finds-out-a-botnet-
arrived-in-serbia-al ong-with-coronavirus/>.

DFRLab, 2016/12/23. “Human, Bot or Cyborg?’ DFRLab, <https.//medium.
com/@DFRL ab/human-bot-or-cyborg-41273cdblel7>.

Epstein, Robert, 2020/4/6(accessed). “Why Google Poses a Serious Threat
to Democracy, and How to End That Threat,” Mercatornet, <https./
/mercatornet.com/why-google-poses-a-serious-threat-to-democracy-
and-how-to-end-that-threat/24598/>.

Giglietto, Fabio, Nicola Righetti, & Giada Marino, 2019/1/15. “Under-
standing Coordinated and Inauthentic Link Sharing Behavior on Face-
book in the Run-up of 2018 General Election and 2019 European
Election in Italy,” Oll, <https://doi.org/10.31235/0sf.io/3jteh>.

Guess, Andrew, Benjamin Lyons, Jacob M. Montgomery, Brendan Nyhan,
& Jason Reifler, 2018/2. “ Fake news, Facebook ads, and misperceptions:
Assessing information quality in the 2018 US midterm election cam-
paign,” Dartmouth College, <https://www.dartmouth.edu/~nyhan/fake-
news-2018.pdf >.

Gunther, Richard, Paul A. Beck, & Erik C. Nisbet, 2020/4/23 (accessed).
“Fake news did have a significant impact on the vote in the 2016
election: Origina full-length version with methodological appendix,”
O, <https://cpb-us-w2.wpmucdn.com/u.osu.edu/dist/d/12059/files/
2015/03/Fake-News-Piece-for-The-Conversation-with-methodol ogical -
appendix-11d0ni9.pdf>.

Hoffman, Samantha, 2019/10. “Engineering global consent: The Chinese
Communist Party’s data-driven power expansion,” ASPI, <https.//
www.aspi .org.au/report/engineering-global -consent-chinese-commun-
ist-partys-data-driven-power-expansion>.

Insikt Group, 2020/4/23(accessed). “Beyond Hybrid War: How China



B RS AR R AR AR A 4R 1 ok 2020 F M E R A G kiaFE 63

Exploits Social Mediato Sway American Opinion,” Recorded Future,
<https://www.recordedfuture.com/china-social-media-operations/>.

International Commission of Jurists, 2020/4/6(accessed). “Dictating the
Internet: Curtailing Free Expression, Opinion and Information Online
in Southeast Asia,” International Commission of Jurists, <https://
WWW.icj.org/southeast-asi a-icj-launches-report-on-increasing-restric-
tions-on-online-speech/>.

Jeff Kao, & Mia Shuang Li, 2020/3/26. “How China Built a Twitter
Propaganda Machine Then Let It Loose on Coronavirus,” ProPublica,
<https://www.propublica.org/article/how-china-built-a-twitter-propa-
ganda-machine-then-let-it-loose-on-coronavirus>.

Liu, Jason, Ko Hao-hsiang, & Hsu Chia-yu, 2020/3/12. “How A Content
Farm In Malaysia Turned Fake News Directed At Taiwan Into A
Moneymaker,” The Reporter, <https://www.taiwangazette.org/
news/2020/3/10/fake-news-in-taiwan-comes-from-a-trans-national -con-
tent-farm-in-malaysia>.

Miller, Blake, 2016/4/21(accessed). “Automated detection of Chinese go-
vernment astroturfers using network and social metadata,” SSRN,
<https:.//papers.ssrn.com/sol 3/papers.cfm?abstract_id=2738325>.

Narayanan, Vidya, Vlad Barash, John Kelly, Bence Kollanyi, Lisa-Maria
Neudert, & Philip N. Howard, 2020/4/23(accessed). “Polarization,
partisanship and junk news consumption over social media during
the 2018 US Midterm Elections,” Cornell University arXiv, <https:/
[arxiv.org/abs/1803.01845>.

National Intelligence Council, 2017/1/6. “ Assessing Russian activities and
intentions in recent US elections,” Director of National Intelligence,

<https://www.dni.gov/files’documents/I CA_2017_01.pdf>.

Nimmo, Ben, 2019/1. “Measuring Traffic Manipulation on Twitter,” Oll,



64 HEALCEFFE V%% — 20214 1A TSSCI # s #77)

<https://comprop.oii.ox.ac.uk/research/working-papers/twitter-traffic-
mani pul ation/>.

Scheidt, Melanie, 2020/4/6(accessed). “ The European Union versus External
Disinformation Campaigns in the Midst of Information Warfare:
Ready for the Battle?” University of Pittsburgh, <http://aei.pitt.
edu/100447/>.

Stanford Internet Observatory, 2020/1/21. “ Taiwan Election: Disinformation
as a Partisan Issue,” Stanford Internet Observatory, <https://cyber.
fsi.stanford.edu/io/news/taiwan-disinformati on-parti san-issue>.

Svérovsky, Martin, Jakub Janda, Veronika Vichovd, Joey Gurney, & Sami
Kroger, 2020/4/23(accessed). “Handbook on Countering Russian and
Chinese Interference in Europe,” European Values, <https.//www.
europeanval ues.net/wp-content/uploads/2020/01/Handbook-on-
Countering-Russian-and-Chinese-I nterference-in-Europe.pdf>.

Twitter Safety, 2019/8/19. “Information operations directed at Hong Kong,”
Twitter, <https://blog.twitter.com/en_us/topi cs/company/2019/informa-
tion_operations _directed at Hong_Kong.html>.

Vilmer, J. B., Alexandre Escorcia, Marine Guillaume, & Janaina Herrera,
2018/8. “Information manipulation: A challenge for our democracies,”
France Dipolomay, <https://www.diplomatie.gouv.fr/IMG/pdf/infor-
mation_manipulation_rvb_cle838736.pdf>.

Weedon, Jen, William Nuland, & Alex Stamos, 2017/4/27. “Information
operations and Facebook,” Facebook, <https://fbnewsroomus.files.
wordpress.com/2017/04/facebook-and-informati on-operations-v1.pdf>.

Zhao, Zilong, et al., 2019/4/16. “Fake news propagate differently from
real news even at early stages of spreading,” Cornell University
arXiv, <https://arxiv.org/abs/1803.03443>.



B SRS AR R AR AR A 4R 1 ok 2020 F M E R A B kiaFE 65

The Chinese Cognitive Warfare Model:
The 2020 Taiwan Election

Puma Shen

(Assistant Professor, Graduate School of Criminology, National Taipei University)

Abstract

This research paper applies the extended diamond model in an
attempt to illustrate Chinese cognitive warfare waged against Taiwan
during the 2020 election. The paper is informed by 320,000 pieces
of data, collected between May 1, 2019 and January 31, 2020, that
demonstrate abnormalities on the Internet and the attribution of these
abnormalities to possible players in China. According to the data
collected, four different attack models existed during the 2020 election:
the propaganda model, the pink model, the content farm model, and
the collaboration model. This paper suggests that we need different
defensive mechanisms to counterattack information operations from China.

Keywords: Information Operation, Cognitive Warfare, Diamond Model,
Attack Model, Political Warfare
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